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ABSTRACT

A study for the protection measure of defense
acquisition program using artificial intelligence

- Regarding industrial security and technology protection -

Jung, Ung Kyu
Dept. of defense acquisition program
The Graduate School

Kwangwoon University

The arms race to strengthen national sovereignty continues around the world. As the
era of the 4th industrial revolution has arrived, new weapon systems are being developed
by applying advanced technologies such as artificial intelligence to defense projects.
Accordingly, the act of illegally obtaining technology from developed countries by using
hacking and infringing technologies between countries is also on the rise. In addition, the
need to introduce artificial intelligence technology to efficiently utilize the rapidly
accumulating data is increasing.

In particular, data leakage that can occur between data accumulated in the defense
business field and mutual transmission causes great damage at the national level and is
a factor that can pose a threat to national security. This means that industrial security
and technology protection are becoming more important in the defense industry.

As a result of the analysis of previous studies related to this, there are many studies
on arms augmentation through the application of artificial intelligence to weapon systems,

but it was difficult to find papers related to defense technology protection that can

,iV,



support this. As a result, it was found that it is necessary to supplement research on
defense business technology protection using artificial intelligence.

This study analyzed the global situation facing Korea and domestic and foreign
artificial intelligence technologies, and studied the direction of how the security
management system operated in the existing defense business should develop if the
future Al-based defense business is applied. .

The basis of the 4th industrial revolution is big data and artificial intelligence. Big
data is the source and resource for which artificial intelligence operates, and artificial
intelligence 1s a technology that automatically analyzes and judges big data. The 4th
Industrial Revolution can process big data with artificial intelligence to obtain desired
judgment results and apply it to defense projects to produce weapon systems necessary
for national defense and to improve the efficiency of defense acquisition systems. For
example, in the 3rd industrial revolution stage, if defense workers searched, stored, and
processed information for their work, in the 4th industrial revolution, decisions were
made by referring to the judgment provided by artificial intelligence, Some will be
replaced by artificial intelligence for judgment. As artificial intelligence is expected to be
used throughout the defense sector due to the 4th industrial revolution, the importance of
problems that may arise and security vulnerabilities of artificial intelligence is increasing.

In order to prevent accidents due to security vulnerabilities, analysis of problems that
may occur when artificial intelligence technology is introduced into the currently applied
national defense security system reveals cyber security vulnerabilities caused by humans,
deepfakes, spam and phishing, fuzzing, etc. Weaknesses were representative, and
considering them, we proposed ways to seek and apply technology protection measures
suitable for Al-based defense projects. When artificial intelligence technology is
introduced in each field, internal and external infringement attempts using vulnerabilities
are expected to occur frequently. Since there is no weapon system in which artificial
intelligence has been introduced and operated so far, there have been few reports of
actual infringement attacks using artificial intelligence other than those in the research

process. Therefore, it was analyzed based on intrusion attacks and cases that occurred



abroad. Infringement attacks on the domestic Defense Acquisition Acquisition Program
Administration and defense companies are continuously increasing and the technology is
being advanced. In addition, foreign cases were referred to as technologies or methods to
compensate for vulnerabilities were not visibly progressing in Korea.

As a result of research on technology protection measures based on the analysis of
the problems that have occurred so far and the vulnerabilities of the expected artificial
intelligence—based defense business, it is possible to find alternatives by studying
security certification systems, educational programs, systems, and cyber protection
measures for individuals and companies. In detail, (tentative name) ’artificial intelligence
defense business security expert’, (tentative name) 'defense artificial intelligence security
officer training’, ’private block chain’, quantum cryptography, and proposals for
application to ‘'artificial intelligence security control system’ did In particular, artificial
intelligence can identify patterns faster and more accurately than functions controlled by
humans in real time. If an abnormal pattern is identified compared to the pattern of a
normal algorithm, hacking and technology leakage can be protected with immediate
defense.

The strength of this study is that it can prepare for security vulnerabilities from the
Al development stage. In addition, many security vulnerabilities are expected to occur in
the future. It is hoped that research on security reinforcement measures using artificial

intelligence technology will be actively conducted.

sustinability of defense acquisition, artificial intelligence, industrial security, technology protection,

quantum cryptography, blockchain, security measures
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