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ABSTRACT

A Study of the Security Enhancement Model of

Defense Information System Based on Blockchain

Yong Tak Park

Dept. of Defense Acquisition Program
The Graduate School

Kwangwoon University

The 4th industrial revolution has evolved human life from a digital
society to a hyper—connected society, and has evolved into a Cloud, Big
data, Internet of Things (IoT), and artificial intelligence (AI). The
representative new technology has grown rapidly based on interoperability
and has come to be used as a basic technology constituting the national
core system. However, the development of interoperability between major
information systems has also led to the advancement of attack methods
aimed at it, and until recently, intrusion accidents that cause enormous
losses to countries and organizations continue to occur. Accordingly,
security personnel in each field are responding to vulnerabilities by
establishing various supplementary measures, but defending all the

ever—changing numerous types of attack methods is bound to be an

_iV_



infinitely unfavorable series of fights that require enormous resource
consumption from the defender’s point of view.

The same is true of the Ministry of National Defense of the Republic of
Korea. The defense information system has invested heavily in
confidentiality and availability to establish a security system and has
achieved results, but related incidents have been continuously occurring
until recently, with active military officers attempting to steal data from
the Korean Joint Command and Control System (KJCCS). These examples
show that no matter how strong security is, the existing security system
becomes powerless against social engineering attacks through insiders such
as security officers and managers.

Therefore, the defense information security system is constantly required
to change using advanced technology to cope with the complex future
environment, and among the various measures to fulfill the requirements of
the times, the irreversibility and identity authentication of the permissioned
blockchain and encryption technology can be the most reasonable
alternative.

The permissioned blockchain has superior confidentiality, availability, and
Integrity compared to existing systems due to encryption using Public Key
Infrastructure and participant access control technology  through
membership management while maintaining the irreversible characteristics
of the blockchain. In addition, it is suitable for the application of enterprise

systems with a structure in which users with the same purpose voluntarily



participate in the network, rather than inducing network participation
through specific rewards like other blockchains.

In order to apply a permissioned blockchain to an information system,
the characteristics of the system must be considered. For example, the
existing database system will be advantageous in complex calculation and
statistical analysis tasks, and the permissioned blockchain will be
advantageous in tasks such as reference information management, logging,
logistics, and electronic contracts using data irreversibility.

This study demonstrates how to fundamentally prepare for
cyber-infringement accidents such as data modulation and theft through
research on a defense blockchain platform model that replaces existing
information systems and database systems with permissioned blockchain. In
addition, if the next research on the defense application of blockchain
technology continues, the best performance of the DBMS (Database
Management System) technology, such as Al (Artificial Intelligence), Cloud

Technology, MongoDB, and Couchbase, will be approved.

Key words: Permissioned blockchain, defense blockchain platform, cyber security
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Digital Twin

Biochips

Smart Workspace

Brain-Computer Interface —

Autonomous Mobile Robots ﬂ\
Smart Robots

Deep Neural Nets (Deep Leaming)
~— Carbon Nanotube
loT Platform

Virtual Assistants

Deep Neural Networ:lAésaI:; =\ e
Quantum Computing Blockchain
56 —

Connected Home
Autonomous Driving Level 4

Volumetric Displays —__
Self-Healing System Technology ——
Conversational Al Platform —
Autonomous Driving Level 5 —
Edge Al

Exoskeleton

Blockchain for Dala Security
Knowledge Graphs

4D Printing

Artificial General Intelligence

Mixed Reality

Neuromorphic
Hardware

expectations

Smarl Fabrics
Flying Autenomous Vehicles Augmenied ety
Biotech — Cullured or Artificial Tissue

ation e Trough of Slope of
Trigger - == Disillusio Enlightenment
ta

ment

time
Plateau will be reached:

O less than 2 © 2t ® 5to10years A more than 10 years

® ob

[2" 3] Axl7lE stold-Atel= &4 2

2016\3 A A 7 A 3 =« (WEF, World Economic Forum)® Z&+-$-
L7t A AA LHH A

Aol ela) 47 Abg)e] ol ebs

B, WHlo]E, Feg e

As of August 2018

Plateau of

Productivity

k)

A+ & Gartner, 2018.
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Commercial jopger -~ Ve50r8, Functional GEOBTEPhIC Intemet
CCMD

Cloud ; usce
VendorC | & v Mission
: Fit For Purpose oy . Partner
JEDI - | Coalition 11 Environment
Partners
i1 Intemnet
Cyber C2 & Access
Siluatmnal

General Purpose
Points
Awareness

Cloud

» Access
Mlllltary wu
Cloud
ou _ A

Federal
Partners

Mission
_ Partner
Gateways

Ll

Tactical Forces

Base Post Camp Station
Identity, Credential, and
Access Mgt (ICAM)

o Comply to Connect (C2C)

[29 4] 7= DoD¥] JIE Z#H YA HE
27 DoD DIGITAL MODERNIZATION STRATEGY, U.S. DoD Office of
Prepublication and Security Review, 2019.7.12.
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Are there
multiple
writers?

Can you use
an always
online TTP?

yes

Do you need
to store state?

no Permissionless
Blockchain

Public
Permissioned
Blockchain

no

Is public
verifiability
required?

Private
Permissioned
Blockchain

Don't use
Blockchain

A= Karl Wiist, Arthur Gervais ,“Do you need a Blockchain”,

(2% 9] B=A de =g

Crypto Valley Conference, 2018.
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