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ABSTRACT

Drones, which originated as target aircraft for anti—aircraft fire
training during World War I, have evolved technologically to become
vital sources of information on the battlefield. Their usage has
expanded beyond military applications such as targeted attacks, bomb
deployment, communication relays, and electronic warfare to
encompass civilian areas including safety surveillance, scientific
research, photography, and recreation. The use of drones has garnered
increasing attention, especially in light of events such as the
Russia—Ukraine conflict and North Korean drones intruding into the

Republic of Korea airspace.

Despite the rising operational deployment of drones, research into
the reality of drone—based threats has been limited to conceptual
frameworks or isolated instances. In this study, to examine the
actuality of drone—based threats, we conducted a search and analysis
of 13,636 records using the keyword 'drone' from the Armed Conflict
Location & Event Data Project (ACLED), aiming to discern

spatiotemporal patterns and tendencies in drone operations.

The schema for the data mart used in analyzing drone operations
comprises an ACLED event fact table, along with five dimension tables:
Date, Type, Actor, Target, and Location. Additionally, a sub—table, the
Clustering table, was employed for cluster analysis. For the
spatiotemporal analysis, a multidimensional model was utilized, while

the HDBSCAN algorithm aided in identifying operational hotspots.

The spatiotemporal analysis indicated that drones are being heavily
utilized in ongoing conflict zones, such as Ukraine, Yemen, Syria, and
Myanmar. A comprehensive examination of regional and temporal data

has confirmed a consistent annual escalation in drone—based threats



and identifiable patterns over time. Additionally, the research
introduces a 'Drone Threat Index,' which is derived from the number
of drone operations, the number of fatalities, and the number of
injuries recorded in the dataset. This study has uncovered the intricate
dynamics and diverse attributes associated with drone operations, as
well as methodologies for quantifying drone—based threats on a

country—by—country basis.

[Key—words] Multidimensional Analysis, Spatiotemporal Analysis,
HDBSCAN, Hotspot, Threat Index, Drone
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H EEY)S Z2UCE o] e HE AAE =& (Drone) &&2 & 3THY

CEolgte WA I F7olA wHis Aer FAHEn. 19359 A= ¥
T2 A= ElolA EA(De Havilland Tiger Moth) A&7 FAZXE
FE712 Mg FA 27| DH.82B Queen Bee(iH)E 71233
t}.10) ojuwf Drone ()] #3t o] 5& £2l Zo] FA7] (M A S Dronec] 2}
A REE Yo g oozl Flog ®elr 1936WelE v dFE HSd F
AxF F37]15 Droneoletil F2A =H=4|, “ﬂﬂmi 22 A7) F9A
Jde 295 Ye 3715 4 Orone) o H]#3 Z1oz ®lrh1D

2 9, 3H 9 5% Fol wet gekstA ERE ¢ Atk v A
Al Ao BE 28 AFgEa 9lom12), NATOE 3719 aZow RHas)

8) https://www.oxfordlearnersdictionaries.com/definition/english/drone_1?q=drone
(AAi: 2023.11.18.)

9) SEof cjat FAAQl EHS UWHOR Drone, UAV, UAS Sol7]t sh} ¥ a9 a2
glstel SRolebt T gol2 FUstart

10) https://www.dehavillandmuseum.co.uk/aircraft/de-havilland-dh82b-queen-bee/
(BAd: 2023.9.2.)

11) Angelina Long Callahan, Reinventing the Drone, Reinventing the Navy 1919-1939,
US Naval War College Review Volume 67, 2014 November.

12) U.S. Army, Eyes of the Army U.S. Army Roadmap for UAV 2010-2035,
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Table 1. The classification of drones in the U.S. Army and NATO

Category MTOW!4 Operational Altitude Notes

Group 1 | 0~9.1kg 370m AGL AGL : Above Ground Level (X4}
Group 2 | 9.5kg~25kg 1,100m AGL BTASY!

Army | Group 3 | 600ks 5,500m MSL
Group 4 | 600kg 5,500m MSL MSL : Mean Sea Level (3]%F11 %)
Group 5 | 600kg .5,500m MSL

~ 20,000m Strategic/National, Strike/Combat

Class I | 600kg ~ 20,000m Strategic/National, HALE!®

l

14,000m MSL Operational/Theater, MALE!6)
NATO | Class I | 150kg~600kg | ~ 5,500m AGL Tactical Formation

1,500m AGL Tactical Unit, Small (.15kg)
900m AGL Tactical Subunit, Mini (15kg)
60m AGL Tactical Subunit, Micro (66])17

l

Class I | 150kg

l

l

v S72 MTOWS Operational Altitude (€315)E 7|+02 E573
a9tk NATOS Afoles A /He a2Fo2 vrdad MTOWZE 600kg ©]
FoE, vst ukeA AZH/=7EE N, /AT el AREEHE
HALE¥} MALE®S Class III¢] %t} Class I3 MTOWZ} 150014 600kgC.
2, A 1% °F 5500mellA &M, d=8oZ AMEHH Class [ 7F3
Agoz MTOWZF 150kg wlwto = 22 qfEe M At} AqfR Frjfo
A AFEE T, AA 1% 9F 1,500m, 900m, 60melA thekst e st

o AT

13) Szabolcsi, R. (2016). Beyond training minimums — A new concept of the UAV
operator training program. International Conference Knowledge-Based Organization,
22(3), (STANAG 4670 Minimum Training Requirements for Unmanned Aircraft
Systems (UAS) Operators and Pilots).

4) Maximum Take Off Weight, &|tjo]|&&5%F
5) High-altitude, long-endurance 1% KU]iﬂ_'
16) Medium-altitude, long-endurance 1% A7|A3
) 66]& 66 Jouleg QJUj3it). o] T RO EEo] ST O 42T 4 e HUoHX]7} 66
Joule o]t o] AEst &9 Qgolyt A mWslE 7|2 7h

|-.|

SRZELE, S42A, AN 04 52 8% 4 QE 50l 9oU Py,

S 9l BRY Beol g o BUSE Zolth FEA ALY 4 ol Adhlua A
1

2 B= o« m’ 2% AU ol me kgueioln, vk %ol YR 2 1o 8

ol 11.49%, % A% 41.4km9| £52 FEWS 0 oF 66 Jouleo] U7} LAIGICE.
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Table 2. The Classification of Drones in Korea Based on KS W 9000
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f4 2% TANAA Fo| Ytk olgd BF AAL SEY dad §rg
Ned B4 wgse, A 9 B, 193 8§ DS FHdE ES
AZsta ot

EEd 22 vFAS Al Abgets B9l= il AN del =& &
ol A& AT WAH FAFetth 2Ev At oujeA “Ee] A
ofttd & 3= el MAFA Y ML ALY eIt H2E V|5HE &=
EAME R B F e 32 18499 eAEgept FEg A 7l FA
CE HUAolE sAUS WG & ¢ Uth19 o]F EFo] 2FA} BT
A e HAAE FAANE 2EEE Eor AMgE AL 20417 %0
ool =22 tieArA Y] A vgA ] el VA FF =G0
W FZF oF Tt H|g Fwow X FEHA st

A1zE AA A w0 A2z AA R z7]
SHAAI T AFEE AlSAoldnt. H 2] A FHE A
o]z} ¥g 7}l Reginald Denny”} 1930 thol 7§43t Radioplane OQ—20]
2l o] B HExE diF A AFollon A2xk AA i F AL

7 Fee) wd v A7 (k) 2 ASEth 234 g g
g Aol BAlstel BHOR AEE 9 2E AAS g Zolsith

A2z AN Z A= 71719 A R A=, v 7=
CEE ] P& B e= AHE] AsA FATV] AAC FHeks
AHEA7]= obZ =Y H (Aphrodite) Al = A8kl B-17, B-24 =
T e A THE, e, #4 5s A lﬂﬂﬂ FAzFOR N2
Foks 7hS Aa AFARGE AEelt. 2E8AE AR 2FHA olF
< L=

JIE °F 600mel =gt ZFARE 0}& % gEstal, del "ozl

N> I

f
R S

;SZ ol

19) https://www.openculture.com/2021/09/the-first-air-raid-in-history.html (ZAH:
2023.9.1.)

20) https://www.landmarkscout.com/fieseler-fi-103r-reichenberg-a-german-vl -based-s
uicide -jet/ (AAA: 2023.9.1.)

21) https://www.nationalmuseum.af.mil/Visit/Museum-Exhibits/Fact-Sheets/Display/Articl
e/196292/radioplane-oq-2a/ (7AAA: 2023.11.12.)
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AANA o] Feol RA7|2 T2 FEEY “ES
Ak Fl= 1950 FHHRE o gAMA S 3
2ol MQM-57 Falconer, SD—2 Overseer® A& alo] Alg3}
o% AL “ES JNdsy] AFEEE 21 1960d el Al
1% Fel A7) FirebeeE 7|%3F Model 147 Lightning
g TEL 1950d el Abge]l Ay =Feke A HA)
AFEHA FoAdo] F2E7] A #FTE2d

o oo (A é
of¢
o
X

@
=
N,
2

(m Lot ol

2,
e}
mlo
EE
>

Bugi-H o]},
A&7 7F Sl

—“.i o % ri

1960 T4 19709 el o] =i WA AlY] v £29e 1T AW =
23 Mw | AR SRS Qzk 2FALE A3 e g g
) AT G2 AYRYT, BES JAAY 4390 27 ARE A

APstar] wHET ﬁxﬂoﬂ TES FYEelth2y wEY dAA Ryan
Firebee Al2]=E= A9 W3w Wojz H2 9 g4 qlo] ofEe A olA
&/ e 97 f7do] gle AHEelA AR Ass g

e f¥el w2 AF #AoA EHWEA AR, Z:”\

AL

22) https://thefrontlines.com/story/ww2-project-aphrodite/ (ZAY: 2023.11.12.)

23) https://www.nationalmuseum.af.mil/Visit/Museum-Exhibits/Fact-Sheets/Display/Articl
e/195784 /radioplanenorthrop-magm-57-falconer/ (AARYL: 2023.11.12.)

24) 1950~60dyjoll ul=e] A&7 2Alof, F/§F I oA AFH3L, 53] vl=o] A 4
Fd 4 ooby Uold U-2 AA717F AFG3E ARl 2 215 2t 2214 ARo] EBRA|
dong Azl JA|A Hdo] A2 T HAE EE—J Fasdol B7rd Zloj.

25) 1971d¥H 1975\7HA] O]+ W EYO|A Firebee, Lightning Bug S22 QF 500% o]4}9]
A AdB= Ax|stgcth  https://www.militarytoday.com/aircraft/aqm_34_firebee.htm
(AAA: 2023.11.12.)

0|

26) A5, 24 2 ARSR) Mo MY, APY, =S mpobsto] A3 AUL $11 HAS 43
517 93k Wadel HNE 2ASHs FES WL, o Wy 94, e, AL, 9
DAY S ot 5AE 5o SUE 2 g Ao of

o
2 AR HgolA ALt ISR Ed Ko of
, J1AQl A Afe Ae o Fed g @
St 25S B ATH HUE AL GEE reed ohn, AT HERos
1
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AR dsHATGL & 5 Sl

Al B9 Fmor &Rk Qle o|Aghd 1970 el ol A
Lightning Bug, Firebee & T3l AF&3tdA AF A4S DAk A=
Y EEoR WAAZTL o]agtdo] EEE o] &3 FH JES YaHoe=w
HSAI D 7 AW A AG7F Zof QI &Aoo Wia7] wjZoldth, o]~
gAZ A= A I3 WA TheAdol w2 0 FETlel st o] AT
d ko]l gl ol AEtde A IAE ARNS A zzdy dolE Y
A 7es olgd dA4xF 9 JheetE AL s A AFE AAztel 4
(50 8] FElE A = AA st= A& AAE FFsEATheD

HEWY AA o]F gEek Fxd =28 1980dd ol At o& 43

< Soto] Aol FAEE BT & & drh2®
1970dd ol Mastiffs} Scoutelgh= + 72 FA7IE NEsigleh. o]~
& AgAHol J&eS vgor &2 oy RASIA I, Mastiffe Scout
Hol #A5xF FEAolA Lekepgitt 29 53] w7l A= (Bekaa
Valley) AFA = 289 JAPEE o=z drZel Axd 585 74
stHA Al ot Aty WAL 71A] 28H & UTH30 7 5 o] Al
CE Y @Y FHrkE AFHon, SEugts olAgpddea Al #sh
Searcher ¥¢17]1& #8353 9t}.3D

=29 oAbl leol 1990dthe et 3o Aldigta & 5 Qv o] A
7ol wl= S o)Adtde] EE VlEe TAAA BAYolel FAH A9
2704 Pioneer =& 2 AAELS Jdstal vl FTh o] Al7]o] EEE
AN A 715 s AFAd FAAAR BAselon, A 2
EEs 28dte vF Aol S8HYW odF d¥Ec] AA Ford F Sue
A AR A A 5 3l3d

27) https://www.jpost.com/business-and-innovation/1970s-platform-offers-reminder-on-
origins-of-israeli-drone-revolution-at-exhibition-415529 (74A: 2023.11.18.)

28) https://www.kida.re.kr/frt/board/frtBoardJatsxmlPop.do?idx=1689 (A d: 2023.11.12.)

29) https://www.airandspaceforces.com/article/0602bekaa/ (A d: 2023.11.18.)

30) https://geopolitiki.com/mole-cricket-19-syria-israel-air-force-battle/ (A A: 2023.1
1.12.)

31) https://m.khan.co.kr/politics/defense-diplomacy/article/201404051634351 (ZAAL: 202
3.11.18.)
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1990d iy AN 7F w27 AFststa, 145t FAlel HolE
B 7es AE3HUEA, vFoAM = FF AGA ofo]E F SUE WeE
A d ¥43 =E92 Predator® 7WL3sF3iths2) 1990 LAYst Axde
T2 F840) THE HAPeR, RQ-2B Pioneer & 409 th7} £ o
el dre] EA AAe Efe T, A FA FE AP Ao
2 34 ARE AFste 59 dFE FIHsT 0 FF7] o] =88
EAES EQOoY, Y EHo] A, T 9 okt A AHVE HAE
AHdE 2o Zhsetthes Zlo] dFH AT

19999 FAH Ao A= Pioneer(¢]2~2F), Hunter (7]=), Predator (7]
=), CL-289(5¢%), Phoenix(¥=) & v =Fo] T AIAFE
A 105 Z3ste] & 2919 E4S A AMEE Sate] AE W U)o =
= e & ¥ v AMEES FRlsksith ole] wep 2 %3] o)
29 e, S, Al ASALE 55 sA# o stk wes AUk

’

Y e (Predator) 2 tx s+ 2000dtl& #4407 “go] A4S
=g g Sve FIAAYEs E]leitta & 4 Qlth. MQ-1 Predator+
9.11 HY AR o] % m=o] Fhah= th(EHEHY AAe Aol Hlr. of=
7T A gl = MQ-1 Predator’} &t vlAtYd AGM—114 HellfireZ %
= A8, S e AEE =EE g dFE Tl
1990 el 7 ZH e = ogefst BRG] AFY AF Vs T
sk A ARl FIIAAZ LAAA At ofo]Fo® ZFIE ST

N
>,
ofo
o
il

Mo
oo
A,
32

o
W
X
X
2
o
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g
>

32) 1990t ZHHRE] AREE| 7] A]ZFSE 0]=9] General AtomicsAte] Predatori= Zo] 8.2m,
I70E 14.8m, AA WS 1% 7,620m, AlFAIZRE ZO) 24417, v]$3A2] E 1,100kmoj|
A% Ag& Aoum H|FY Fos Algo]l wo& BAY U= 1 WA= AY E7Fs
& 2zoz oA ot

33) Zrstel, vl o], 21719 A & W, sta=aiidstd A A AL, 2019, vol.
35, no.1l, &Y 1235 pp. 7-33 (27 pages)

34) §7ot ZARARY E/do] st AF-AolH A U FAFEAl(Revolution in Military Affairs,
RMA)S SAlC =2, FARAS A1397% pp.319-347, 2015.
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Ao TFF AABF A4S A% S Hom, $A4S AT BAS AF
sz ol A9 QS Sk olg B AF A3 wBA FAheel

PN
%9 C4I(Command, Control, Communication,
Computer and Intelligence) AA7} HQ3d-S A2sA o)

200319 olgt AT EES &8 AUFEHT] Ty A EFE
MQ-—1 Predator’} KH.#H3}%
A EgEoR 5 RO FoAdol dFHA, FLE A4 v W AT

h [e]
ol diFHEH. 53] =82 F7le AdHs 59 7]
A

35) MA} yst MA(EF HE sensor, FElectro-optical Sensor)?t A]MAA(F4H4E sensor,
Infrared Sensor)& AM&-Sh= AAlolch. AR Pt AM = YreA] AARQI Ast Ak 44
(CCD)E A MMZ Apgsto] Ao 2RE Jito] S0+ 42 UXE PAeR I5
StH, ol& A&Fsto] ALsh= AAfoltt. 7]e X1Eo| wef FeAAolA AR FFAM = bf
ol 7t FAlolth. A A=|7F HoR|AY AAZE YR JEoA = FSAMED ot A
s Tos. FE 4 AXZE 22 THEAD G0 vrgshe B, JAXF e AA= A
Qo] AR JAo7A] § HE tido] vt ALl dAM = sEFA HANE = A
Alsu; BRAbE Aeld Al E ©R|sto] BAQ 9X], A 52 Xt AAoltt. (= if
g 7= 8o A, FH7|=E4Y. 20119)
SAR(Synthetic Aperture Radar)e= &37], ¢4 SoA A|RxHO| MI}S qfAlstil YHAL Al
Sdsta] Aoidee] FA42 ESshe 2ojgoelnt. &, 7N, B], b W ofttol] FstA B
w5 2 AY FAo] 7155t SARE A& XA9 15t FF FEE F5T 4 oo
x7] 748, AU B4 KPS Y5 AF2E 4 9tk SLAR(Side-looking Airborne Radar)Q}t
g Yol tigk 28 Follsr ZHE ols 4o mf WAst: &3 auE o] &5l
& 7HeR AEtory 1Edlsd Fg2 AT & Aok 7|E9 AT o]

36

=

%k
el Buoag

= for M
% i ofok
of
2]

o
: Real aperture radar)’} 287|u 910l GAstE 2lolclel ot 448 of E& 3
HES 42 4 AW WRlo] SARE HL JEIUS AESIANE G4 S st
(23 W3t 713 8ol AP, Y|SB AY, 20114)

37) 223 9 291, W) ARoIAY £2 oA pHg Fot A cE wE W A AnA
ABE IZJo|UXRATIX]E ZAlo2 Journal of the Korea Academia-Industrial
cooperation Society Vol. 24, No. 10 pp. 656-664, 2023.
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gt o9} A F = DJI(Da Jiang Innovation)AFS] @l A& =2o] guls}
AHEE AE o] Al7]S] EAolth A7 HAE EEE &% JEgHe Y
Fol Al AFE-H 7% &Fglon, 8 A% “EE AdbSE T o] Al

z9, st NERE B8 [ED3DES] Wy, thfdt &8 W 5ol
A EES F7F 9 ulE7E g9 BEUE AR sk g FU1AIA 7
et =& 535 ol () =& (Counter—Drone) & 3
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50km o]/ "ozl JrofA] A =
28 FYHAY FHPA, o] AtHe 4&F EE
S HolFE Hx At g 4 Stk =3 20184
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2 345 WAL FA A1 =do] e Al
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38) ISIS(Islamic State of Iraq and Syria)= F-SA|YoA ZHAQ] o ZI7IE Lot =
E2RE 7K1 #&xsts 24 g2 2R 0o2 ISIL(Islamic State of Iraq and the Levant)o]
U IS(Islamic State)z}ti = EHct

39) IED(Improvised Explosive Device)= ZAloA] THE =gl Ax|2 ojn|sic} ‘gGar=Wa’z
Wgdels| = Sk [ED: AEAQ ZAb Bw2o] ohd, wHEAQ WHoR WSoln By 4
=2, Aol 2l o F= AREET

40) 2xjof Fol 20184 19 82U 109 WEA| G=ol 1309 7
o] QUL BAJoftE AAFA L Fdlo] o]E AESI¥ T sttt

41) https://www.bbc.com/news/world-latin-america-45073385 (ZAAY: 2

12) o] A2 BYO| ARG Lapelo|q S2S Fufsty 27t ko] F§
gk DI M600 =& 2015 AREste] s430chal gt oA A&7t obR2 dig) A
AR, AEFRIA] 5 o2] 71X Qo] glen, o3| o2 Ygtola= 5380l &
£ 275t Qi
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43 FE who] EES ARprjotgiH|obe] s gofmo) ¥k, AHFAl A
7 olyel, UAE 2EE FA33th40 $E] Hbre H& olagkde] 7hAbA
T FEo% #oJstH A Loitering Munition(AFHE =8)& WAlel= 5 52
=gl g Vs S FAeaL Qlad)

=

TE 7N AR 9Ys AAA AdAor Ho
Aol opA| =nto] ko] Martunis &4 sHHA| El
ROk A6 ofA Enlo] AT B SR AT =
AA EE AFE T obA Ento] 3t
FFor AAFNA feElst GdS SNSE FUste] of=ZwYolE
2 sk AEn FAEITE of2Hy ot A whukx] whA o
7F A sk A Au| R opA| Exto] o] EE

2022\0] A1ZHE eAlokel AL Bote] TS WAL thop
A7 = sge] FEuww gtk eAlol-$Atel A 20224 29 FH
A BAOR, Aol el Sttt U AY BT Mg gre] 24
of Alol7k AgistaA AZE Aol HAloksh St BE &Ko
SRS U AHgaa Ak oled SEAE A% Al AgHE A
Qg W Az ASFEHRE 2§ Sue ol 27A thekairtan

A SRS AR WA E9A AT 5 A
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go] gomz

43) Al ofjdll AQ] wig, & ¥ A9, IFANS Q=4 ZAA 2018-29.

44) ¥t7o] £ 22 ofRrH|olA 1,30000km GolZl whe] ZAXIQL offll AfoA &451% o
A Q4 P2E ulRets PHE AL

45) https://www.hani.co.kr/arti/international/international _general/1114597 html (AAY:

2023.11.13.) o714 Loitering Munition2 5549 stz ¥ 8oj7t gls AHIZ, goj& 2

g2 Welsty uhel(Loitering)she WERS] Hofolo], ufalaeier, vjalBE, ol 2eiRt, AFEY

7], PElEE, AEEE S ot Sol7t AR EL ik 2 =RolAE UWARoR ofsfs]

2% 8olet= SHollA Loitering Munitiong AFEEZO 2 ARE-s5TY.

https://bemil.chosun.com/site/data/html_dir/2020/12/09/2020120901074 . htm] (ZAAH:

2023.11.13.)

https://www.droneshield.com/blog-posts/lessons-from-drones-in-ukraine-war

(AARA: 2023.11.13.)
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_1) E%g Uﬂli OJX}E:]HLXJ/\J %a Z Holiyjﬂ% /Hﬁ]*‘ 146} c® 7]31.
A7 Ak el dstel Ak Ewd ¢ 19(2022) e =g ¥
AL P A7 g AR B 4R 24 A el glol e
2 B9 5 glonz, ol Aol R AT ARE A o
e Sweld =g o xefolnAlel Fsl tAl werel thsted Aske
t}.

_

=+2]9] AFAE = Janusz Dudezyk et al.(2022)& 7|4 2do] o} =
2o ngAY, £ 9 gASHo] g 9o o3 AnEs g
Exowr &% uf 930 @ F Stk dAAlstel 65 49E 48 =ES
ggoz tFAAEY]S AHES ©x W] #ste] Al Chris

Cole(2019)2 HolE5F% 150kg o9 48 =& F
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A3 20189704 9 BlolElE FAlskel EASAT ATl 0y =g
3o o8 2 3 AD 33 e AR AelE A A BAE =8
=

QA% AT AL EAh

Bert van den Broek et al.(2020)2 =7 A& =& 7|¥ g9 AF2<d
2 HFE Y3t ALFA(Advanced Low Flying Aircraft Detection and
Tracking) AAE @&ttt A oldE de E7Tl Aol Rule Based
Fusion with fuzzy reasoning, Probabilistic fusion(Bayes) % Evidential
belief fusion(Dempster—Shafer) 8] WHOoZ 2HS AFoz FF3HS T
o] ATolAe A8S HERE Aot E F%a =74 Aoz ses B8

S X5t S HFsF Y Jawad Yousaf et al.(2022)+ =22 A
Aoz Ay AREE u FA% Aldo o] H, AMAE dHE HF S
Goz okgd AT A EEE S5 AN FA7I 2R W 9

o
A},
CE 7IRE A9 Aot dAeA ] = 20219 7ol SRS A&
FHA7IA 28 o & 2A (Counter— sUAS Strategy) elA =7} 893, B
= 7F AR} HHARLe] E=of o 423y Fol g3 7|A|A (small Unmanned
Aerial System, sUAS)+= © 283t 77|71 53 v]te] 3%, A 2 a4
FAeA Ao A8 =T F Aok 2 3irh68)

[t

Oliﬁi =E 71HPQ e 1‘419—?“ of &gk HSuiele] A= el g A

68) The exponential growth of small unmanned aircraft systems (sUAS) creates new
risks for the Department of Defense (DoD). Technology trends are dramatically
transforming legitimate applications of sUAS while simultaneously making them
increasingly capable weapons in the hands of state actors, non-state actors, and
criminals. Small UAS may also pose hazards to DoD operations in the air, land,
and maritime domains when controlled by negligent or reckless operators. The
Department must protect and defend personnel, facilities, and assets in an
environment where increasing numbers of sUAS will share the skies with DoD
aircraft, operate in the airspace over DoD installations, and be employed by our
Nation's adversaries.
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A A B el dye FiE dHeds #d A7 FE
ol F o, o] =& Wk 99 HolHE VIRt R sk Ay AlTdH o
2 vebda glglth FdE 1 g gl #et AR 289 (201002 I
v o5 ofd el A 1972dFE 200537449 Feree A o
o7 XY AR AA BA =< ArcMape AFEste] xg F7HA B I

| wAsgl,

&99(2013) & START69 9] GTD7OE 7|¥ko.® o7y Agke A 2002
d1E 1delld 20119 12€ 31 Apolell 2AgE FHatee] ARdS 24383
oo ATrellM = A= ARl B, 7l SAEA, FelAE T, ZAAE
%l

GARA Y 5L Aseel SRde Adg A A £ de A
: % AFHe WA BASEA NEe A el 932
2% % 2 EA dalA AFargct

ealG

c2 gy Ao e B oz 7Y 9] 291(2021)S START &1
o] GTDOA FZ=3 AEE vlgro® 2016W5E 2019974 A A A oA
A 126719 =2 ®lE ARA] it HiERA 9 Fo wAEAS st

of ATl BB et U B AAN 2E A% Yk FEF ol
978 FHow Al wAsn Qrkn BAAG w3 A AAHoR A

35 "9 9kAFel Soft target Y59 HY 2y
A Al 5 Hard target 5= WAsta i, & =
A0 EEo] AAEHYE HE AFol w2 JTFS vxe= Ho

oA 8] 191(2023)> GTD A5 & &&sto] =& 7IRE H o Ay 5
S BAskgith 1970d%-E 20219714 GTD A8 £ 525 Held ¢4
B OARERE 315719 oHIE HolHE HlgCo® H %2 Fole oAwe F
Hhito] 2117407 T2 HeE 718 Zo] AE3 Aoz BAET &

TES ISILTDO] 91.7%= 7Fd % =8 HE9 Fu
90% ol’do] Fzolebal LSty H ool RIS EHOZ S

69) National Consortium For The Study of Terrorism and Response to Terrorism
70) Global Terrorism Database
71) Islamic State of Iraq and the Levant
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He wlgol 7bg wrhn B sk

=+9]9] dE Ewalter Enders et al.(2000)2 1968d%E 1997 7HA
oA e Abde] st AR7F Z3E ITERATE?2) dlolE] MEE 7]4Hlo
2 AAYE A4S AFEste] Algto] Xde) met wsksts 'y Sk
=74 " gl st EA4353 T Gary LaFree et al.(2007) GTD
ZIgko 2 1970dFE 2007d7tA A AAFo® @A 170,0007 ©]49
B Abdel tigh e E42 Holguo]AE 7[REOC®E GTD, 9 A~y 4 =
27 WHES e EHe ATFelA GTDE 7HAE =kt

P

Aaron Clauset et al.(2007)> GTD % RANDY 49 MIPT73) dlo]E
% 1968HEl 2004d7b4¢] HE AR S 7IHte s A BdE ARgsto] Af
79 mE7t Wik FxE mgEvts AMLS 24 35k8lHE Patrick T. Brandt
et al.(2010)> 1968dH-E] 200774 th=2 €& Atzde] st Rt =
¥l ITERATE dHolE HMEZE 7|9to 2 =7 E]HE]/\EE’J Y A3 E
ZAbeto] 250 AZ Tt Algro] Adel wek W thE ] mEo] o= A
T 9F%s vzvtn AT

Elio Marchione et al.(2012)<2 20044dH-¥ 20099712 90,0009 ©]/2]
7kl AFE-E ¥3H8k= IBC(Iraq Body Count) HWOJEE 7|HEo & Al F37F &L
g8 S A}g3slo] olgtao Wk W HEE SElS BASte] v AlE 7o) HdEk
A A5 eSS A3 Yannick Veilleux—Lepage et al.(2022)2 GTD
ACLED HlolEl & 7IRFO 2 FsA Yo &Fst= 57 vl 59 =
2R IS AT =g, shrkx, $E §E, o] &R R, F=
EEAET) Fol EE AR o] A W Ul Alo] AFZom &E
HHE Tz s Fr1A A W s owFo] g

J‘#lﬂﬂﬂlﬁi

EE T ZukE 7Nk gl e Fell gt Al g Eaoa= ojHlE o]
E]Ql GTD, ITERATE, IBC dlolgl7} &85t GTD ACLED Ho|HE
ZAlo] g3te] FHA Ao AHE & I F EAATTE 9Tt

2) International Terrorism: Attributes of Terrorist Events
73) Memorial Institute for the Prevention of Terrorism

4) Islamic State, IS
5) Partiya Karkerén Kurdistané, PKK
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3.3 SIg@AFl Be A7

ARGl B A= AbolW B¥ A Jige] JHE wgtow AFH-o A
A B Aok Abs] Aol tig AFE N

ok AtelH 1A HhE Sy ATAES vk
At SAE 9 124(2011)2 7199 AelmEet Jids o, &4, s &
o] 374 Ao %LH% gaedel fdor Aoy, Z¢H =
et Aol ERIAFE NEsty] flste] ISO9F OECDO A AxE& w
ek ols2 Aol 1 e AFAAE A & 5689 e T
d Ags AES vs A5 s VIRte R 95 Fo3

l

O]

o7 9] 291(2008)2 tEAI B Al EFo)HS o83 tEA 3R}
RS S AR AAES 9de HIbete 7IWS AljbshEA, AR A|AH
A8 FA4Y ol#F W AFH & AFsth =19l A4 5 Valentyna
Kravets(2019)+= =2%W Alo]|HHERE A (GCD, =7} Alo|HERF A
(NCSD), Ate]HH et A 4=(ICS) Y Tz, HHE 9 &S vl 433t

U A2 T S48 (2021) = MFEHEE A #dE A PGt %
Mdetr] flal TS ARSete] AE AR B AZE ARSI, A
A4(2012) =719 B3 A=E dedlle AxEJD AAIE & (Global
Peace Index, GPDE o]&3dto] ald =7lelA dAet= =4 H2l ¥=sbe]
HAE ZAbskE W o ® st =7k Ui 9 o)l B O2 Qg AFgAr
= o)Zml 2o Zyb= w2 HEElZe Z7hel A A Avte] 9ti= AL
glstE ). 9= AGAE F Samuel Nzaramba et al.(2017)2 =8 X2
A AHA AuAHS HUESE =2 FHE A4 (Drone Readiness
Index) & #AI¢FstR o, o] Aoe e o485 7IRtoR 759 =g 27
AE FH AHE H7hstt

A

T E
A=

—

Esh, oy oA RS AFER o, o5 Hakel AlolH.RE
oke] AA 7]o38Fal Qlt}. coalitioninc.com (2022) ol &= A& A FH ok
I A"l CVSS(Common Vulnerability Scoring System) 7} F&314
gy Hi, AL FHeFd o= W HrE A]AHEIQl CESS(Coalition Exploit
Scoring System)2 7|23t} o] A AEIS CVSS A4S =3 ¢ 9= o

d
5 mi ML

_32_



Aeid 23 FHok e 374 7hsAd W AR Vs A S dS5eke Rds £F
sto] A= FHokol did A=t dFH = St

Frkste] ®HeE di-gdol ¥ Fool wet gy AdS ATl wet bl
23k QEF 00lA 10 Atele] "5 9ot Cyber Threat IndexE 74

st

e M

IEP(2023) ellA vid 2% 3H= Global Peace Index(GPD & H 3=
v AEE, U D FA4 EA, AR b 9 HeE AR T Al 7HA]
Z 7459 th Global Terrorism Index(GTI) 9IA] 72 7] 3of A
o, HygFe FA4 JEs St FFP(2023) oA e st F =714
< (Fragile States Index, FSD+ A AAe] =7k FHIAAS Hrlsty, 45
F7F ANAE ETe] ZINksh ol Axl] T W ES AEste] AFE

=
wEstn Y

ol
-

Me of
o 12 o

i |o

53

3.4 THAARDT Holy AZE AT

Fod w72 A fu Yok e Aol o 4
of-gato] H3TE HolE AEeA ARl AOIES FE5ta, ¥y B, W
%, 87 5 v Fopol walA Avshu k.

U A2 23] 9 191(2006) & Al33HARL HolE #A41s 1% oAt
AR} o5 &8 AzH4 x| deto] AetdA wE HATEE ARE
e Askd AT olBY AZFPH AzeE melFdth Wy 9 19

Z o| g

W ANz 9l MEAE golEHE o]L3te] FR1}199 #e A} A EAv)
AR e W BFAES WA AT B0 ol FHE YA FrA
ﬂ%ﬁﬂ 70L%Eﬂ 47H E_/\]% q]/\ol-g_i E_&]]é}eiq

2] A2+ Torsten HOgerstrand(1970)2 AlZF X2 ske] 7
stH, 3 AIZES Adret thakd 249 FeAS xSk, w3k Azt

o
2 B olFs: ARE AZnSE clolteld mstel, AT F5

_33_



(space—time aquarium) %= A&7t FH (Space—time cube)Z a3l
. Jim Gray et al.(1996)2 thap R dle] dolg fFH O 7]&E /ds AUl
3} a1, Serina Chang et al.(2020)2 v]=r oA COVID—-199 Hut= o]
afstz] 9l ARtEE A HelEE VIWre® JiIES olsA HElw
COVID—19 &zl At ko] oA A shEA AAAQ Aol gikg o

sk o Qo] AFR e Beatsrh

A 3 dolE A3t dATels wule] dgAES olHE

b
1=
= Tl HR l ol M ECIM EF IMNO|ES FEdhaL, TS Lofdl
A

4851 . ATEL AR doly AZsz =g w g6 @
& Uge %*46}%]% oLt Aol Bad AF1 dolHE &Y
o BARIL ol ] FLW 4TS Fu Uee wolF: A

Ir
Iy

Mo
2 K

o

oo ¢
=

e

zua SRR do

e ETR AHEE UK

_n

TE 7Nk Y B e #B3t 71E] AFE AFEY Y AW 9 oo
W AT FE olFa Utk Al A AS HEE e Fe
tolg & 7|§to g 3t A4S START ZE 139 GTD HolE S A=
T7F Adglth =99 AF= ITERATE, IBC 59 #=$} 34 GTD dlolE =
ZIRke 2 sk " Fed #et AU FRE olFa Stk 28y EE
o izt AlerEd deoly A4S VMo Rz sk A AAIAQL Ao
TAAQ AT AldE A

L do o @ ok o

Helg]Fe Sdoa FdE FA e Al F7hd B GTD HolH
M EZ} ﬂ%ﬂ At} o] T =Y AFAES GTD tﬂom%— ZIdto 2 A Al A e
S W B Y A

z
n‘.
e,

o
(o g
I

rh

N

2

i)

Ay
>

>

)

=2,

)

ok

i
Frl

M

A

%N

_34_



o
g
o

Aol ta 4 shei e,

=2l += GTD2 ACLED Ho|HE 7|WFS 2 Yannick Veilleux—Lepage
al.(2022) 7} Aol =& "HegFel sl A4 oz FA48k
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Table 6. Primary Research Focus of Previous Scholars
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[II. &5& 7|4 98 A48 dHolgutE AA
1. 9AHolE $4 2 244 yoly &

(@)

Wlol g AN XE;} AIEH Aatel 3
) AAR o EE A 4

SAst= 71Be A Ho|gl o, HY

G mas dolEuolAt 9N SR & ATk A7 AFIA 5

o] FHeldt gloJEH|o] A= FAA, Drone Wars UK, GTD, Jane's Terrorism

and Insurgency Center Database, ACLED Event Dataiow 7]g} 7]
SHY ARl AR THS A|AlSEAL A AT

1.1 28 7]% 919 delge) £7

EE 718 fgel gist HolHE dAEdor st FAske 71#e v=
Ankgrd #e] = (Federal Aviation Administration, FAA) oA £93F+= UAS
Sightings Report”} ¢ 9,111} UAS Sightings Reports= v ol ZFA}
3% AR 9 gekst FRe AT Alaakse] 9E Ei’ﬂﬂb} AagE =
=% #dE A5, d37] wE g, A ol # Ees T Ao
o} 20149 119%H 20234 69741 718 E3tE ol EJﬂ Aol AA
o] 015}76) o] "Holg ME+x= wlzolets by 2l F1tolA =29 99
= #5 AFE o9 Aotk

S

>

o}-_}
(]

F=r9 HlYgEEAQ Drone Wars UKelA %%+ Drone Crash
Database= AHA 2 0= F3 gt 8 & =& (Class I, Class 11D 9] F53
B AN, o, B2 FR, 84 H7F 5o B gL sl Fol
Aol A Zolth 20079 1€ 19%E 20234 69 2197k 47470L A

76) https://www.faa.gov/uas/resources/public_records/uas_sightings_report (ZAH: 2023.1
1.13))
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CEolgte 719 ANol ks HelgE volEHol Ay FuelA A
885+ START (National Consortium for the Study of Terrorism and
Responses to Terrorism) X213 ¢ GTD(Global Terrorism Database) %
k. GTDE 1970d 7€ 29% ¥ 2021 6€ 3097k4 214,66672] Ho]E
= FAS AgH. e AEolA Drone, UAV, UASE 7]9j= AMS &
W 52779 AEFAo] rbedtd HE gl 2&EHAY =2or Y
M, 46319 "ol Ae#E7F St o] A5 Heg sl dig 4
o= F8F A=EAARE, 20219 6€ o]F URKRloAE ¥ o] AAl ARE
FABHA il vk SHeA HAstE AF e Fler] oH i

=A< H#EF deolewo]Ad= GTD ol9el: A 7]#Ql iHS
Jane's Information Group®lA %3} Jane's Terrorism and Insurgency
Center JTIC) @] Events Database”} Qlt}. g gl&d = o|HE Ho]g
A2 FgE Ase G5 3del dete] AsFor FIlsta lojA EEo]
g )=l Ao R AFZARl g el o it

ACELD (Armed Conflict Location and Event Data Project) & 20144 A
Hoo]% 10070 ool =7telA WAt A, T, FY 9 A9 AR Fe
A5E 3/ AR 7IRke R F£etal gtk o] HojHole Y §3, AFH
AR, AX 2 TR ASE AlF AR digk JRF xgtE o] QI 719

= gaE b,

o]l AlFtafE w4 93= CPOST—-SAD(Chicago Project on
Security and Threat—Suicide Attack Database), RAND A7+4°] RAND
Database of Worldwide Terrorism Incidents, NCTC (National Counter—
terrorism Center) 2] WITS(Worldwide Incidents Tracking System) 2} ©]=
5-2] Open Data Z#|o]A|ol|A He]F¥ #HHE Data set= A &1 F
A}k 1Y olgst AR AlgtE INE skl Qlo] “EI AdE V9=
AA A A AR HlolH & st/ |+ o H it

77) https://dronewars.net/drone-crash-database/ (AAY: 2023.11.13.)
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78) https://en.wikipedia.org/wiki/Armed_Conflict_Location_and_Event_Data_Project
(FARA: 2023.11.13.)

79) https://acleddata.com/knowledge-base/how-is-the-quality-of-acled-data-ensured/
(AARA: 2023.11.13.)

80) https://acleddata.com/knowledge-base/how-is-the-quality-of-acled-data-ensured/#:~:te
xt=ACLED%20is%20the%20highest%20quality,current%20conflict%20and%20disorder%20p
atterns (ZAY: 2023.11.13.)
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1.3 ACLED H|o]E]9] AA 9 X

TIME PERIOD: 01/01/1997 - 27/10/2023 | EVENTS: 997,143 421.1% 4383.8% | FATALITIES: 1,850,350 #34.5% 4192.1%

A B

uuuuuuuuu

=2 5. ACLED Dashboard
Figure 3. The Screenshot of ACLED Dashboard

ACLEDE] dHolH & 543 F&& AEUste] theztdts 7leg AHEE

A T=E Y FAY dAdo] Q= AT (Battles),
(Explosions/Remote violence), 4|9 (Protests, Riots), =4 A Y
(Strategic developments) ¢ WF=2 F&%8 Ho]EE Data Export Tool
S #8359 3 4 A%t Data Export Tool #la® 2o 7|9=5
At} HolgE MdEsts WAow FAEo gl

PN
G oQomm, 437

o =R o ARA FA, SEL o] 8% 4 BE Fo| FRE o)F
stk Aol Beats] A SES ol gdtel BASAL ATAAE B

81) https://acleddata.com/dashboard/#/dashboard (ZAAY: 2023.11.4.)
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Figure 4. Datamart Development Process
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gAlEelE A 8 2, AATTE B

2.1 A& 93 dojg AA7 #3
ACLED® Event datai= BAZ< o] & H=7t Abde 4 5o
At =9 AL x 73 Zu

B 21. ACLED Event Data9] e 14
Table 7. Field Composition of ACLED Event Data

ACLED Event Code Type Example

event_id_cnty R UKR 112049

event_date Ixt 2023-07-20

year ZAHZE 4 | 2023

time_precision 2AHA S |1

disorder_type R Political violence

event_type R Explosions/Remote violence

sub_event_type <Xt Air/drone strike

actorl AT Military Forces of Russia (2000-) Air Force

assoc_actor_1 R Military Forces of Russia (2000-) Navy

interl FAHAE L) | 8

actor? A Civilians (Ukraine)

assoc_actor_2 R | State Emergency Service of Ukraine

inter2 SAHAE L) | 7

interaction SAHAE L) | 78

civilian_targeting HAE Civilian targeting

iso A7 4) | 804

region +XtE Europe

country +xtE Ukraine

adminl R Odesa

admin? X Odeskyi

admin3 +xtE Odeska

location 2R+ Odesa

latitude FAHA ) | 46.4639

longitude 2AHAIS) | 30.7386

geo_precision FAHA S |1

source R | 24 Channel

source_scale X1 National
On 20 July 2023, Russian land forces, navy and
kamikaze drones struck an administrative building

notes R in Odesa, Odesa. 1 civilian was Kkilled, 8 civilians
were wounded, among them 3 employees of the
State emergency service of Ukraine.

fatalities SAHAES) |1

tags +AtE local administrators

timestamp R 1690294195
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Zyzre] o|WIEE F&3hi 71& eveny_id_cnty@ T 7Fe} o|WIEW R 37) 9]
AR 579 AR A E] Stk ojolA Add W FIte] g F R} o]
HES F57, A% =7 & Fx, 87, ddd =4 9 Al FH
E7F BAES vk olglsh dHloly BE= 7} olwlES] e Ay ¥
FA, 91A, A3 T Aol 71E5ss o AR EHAS

ACLED dloJgf#o]~2] 44L& kst Wi E T3l 5343 ARdES 4
st EFeh7] f3k otk o] A2 ARe] ZIEAQ FHQl I, X, @
dE FARAE], XA FH, A9 T AR A, 34 §3, 240 @ A
@ 50 B4 Ao thsk AAEE ARE zdstHA AFHAY &S TBA O
2 Agsta Qlvh 7 = Ao 54 SHE 715387 g4A AAENeH,
ol AFAEo] HlolElE EAT W tekst wSFE VHte® H3be A4S
& & U sl 53] X Hme AR dlolHE AleEel #4E s
shAl skt

ol ES] X = tiFE ¥R vl ARE ZAR Stal 3o E4
sourced|A &R1E = it} AFAQJ AR WY& noteell 71FH o Sl
W ARSALS] eAbE fatalitiesell 715 E o] Qlvk. 714 ACLED Hlolg7}
AEAo] 4% xA3s Feo dolez AFgEo] AV st & AT

= 7I9E g AR Rl A oleks HAe] BHA 7] HolHE WY

=
714 ok= WA AEF 2 225 T

>l o (o rlf

ACLED Event Datat IDo|AHFE TimestampZtA] 31719 =2 FAF

ot A WEE F74AQl Aol Wasth oE ol NEgow /%
d FHP49 NotesIH P44 58 FE5H 4ol Bestqr. Sg9

Agolgts SHK Y= ACLEDO dlolEl 24 HZH o wel 249 e} A
2 2 Ag¥ disorder_type, event_type, sub_event_type &% notes?
HES HAsle] o]l E S F=F(Type) 2 Al (Subtype) & #A2HAISHA

=
toolgd 4 2 VIEHoR HolEnER 7Y dEE FAHCR B
A
S

ACLED®] 7} ol#lEef tf3t #g]2e AHE= ret AEZE FAH Q.
o] 9xo AxrE 7% AAFowr Fd £ Y= GIS(Geographic
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Information System)elAl HAFE W&ol wet Ao 2, =7 IFTY, 5
A9 olg 9 AHREE FyHol vt 28y ACLED7} 571 F1H
gg35te] A5E FHSL A% SHdA ZF o E dis] gdst $A
A7) o= o] g FEo] Qltl. ACLED t©o]El:= o]2]dt x|z &el &

S wmostr] 98] A A (Geo—precision) o] wrek 1, 2, 39 A 7HA
o7 FAEo Quh 12 7 HFES HEolx, 2% oWIEI AT A
2] mpgolyg T4, 3 AYFE gelo] &d xdo|y s ske A
A A AT+ F =

r

2 o oft ox

jubas
o
=]

Wl

A
o
(oL
°

, 302 FEH Y. A7 A ERE AT

A 2
St A= 12 BA9Y 5 F(Week) ol 243 2102 Hugd 2%
SdgEHA T F i FHo TS Ve ERE ARSI S 7F A
Ak AFehs S 29 T A™oly €9 A& k= TRV AFE A4S

By 307 XA ErEs2) 13,6367 it
YA Z

= 22. AR AFUA BEE

Table 8. Spatiotemporal Accuracy for the Geographical Coordinates

e i 2 3 AR
7t Aete 4,607 (33.8%) 8,189 (60.1%) 840 (6.2%) 13,636 (100%)
A7 Aete 13,285 (97.4%) 328 (2.4%) 23 (0.2%) 13,636 (100%)

EAM B % 2 e SuelA, HolE e 33t AgE 2 FE0
AAL] 60.1%%1 8,189 0.2, the] HolE7F o] Wao] Ktk Alk4 A4
Fror= dgin 1 #E0] 97.4%00 sk 13,2850 08 575 al v

Hep A Aeterh AnbE e wrhs e dEhga

P

82) ACLED, Armed Conflict Location & Event Data Project(ACLED) Codebook.
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Table 9. Region and Country

A% (Z7F %)

=7t

Algeria, Burkina Faso,

Cameroon, Central African Republic,
Chad, Democratic Republic of Congo, Egypt, Ethiopia, Gambia,

Africa (21) Kenya, Libya, Mali, Mauritania, Morocco, Mozambique, Niger,
Nigeria, Somalia, South Sudan, Sudan, Uganda
Afghanistan, Armenia, Azerbaijan, China, Georgia, India,
Asia (18) Indonesia, Kazakhstan, Kyrgyzstan, Myanmar, North Korea,
Pakistan, Philippines, South Korea, Sri Lanka, Taiwan,

Tajikistan, Thailand

Caribbean (2)

Haiti, Trinidad and Tobago

Europe (9)

Belarus, Croatia, France, Greece, Kosovo, Moldova, Romania,

Russia, Ukraine

Middle East (14)

Bahrain, Cyprus, Iran, Iraq, Israel,

Yemen

Jordan, Lebanon, Oman,
Palestine, Saudi Arabia, Syria, Turkey, United Arab Emirates,

North America (3)

El Salvador, Mexico, United States

Oceania (1)

Solomon Islands

South America (5)

Brazil, Chile, Colombia, Ecuador, Venezuela

2o

S8l =2 sl Aol WA A Aol A%

549 7 SES b s
93 9t Aol eIt B AUA R okl B4l A%HT 9t
ol2szhel, b=, Felsrtel W o] AW FEF, oprlobs) ohxeel A
AepEz FEHo] YeE & 5 Ak

obelzt Aot F 217) W]y, o] B Wil dAlPRE Fie
Aol Fobelzh Fahat gol vppstl. opAlobx| el 187 w7t
b m@He] glom, of el mlekuh, AmvAlel BT, I Lol
FWE Aol A7 FbEol TFEh FUL WAL AZolE ol
B9 SN 9T ZHH o] Ytk FEAGE old, olekL, o]
sebl B UATES EFHAL Ytk o] RER Fae] SRS A AAACE
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WAe A2 HEE Ao maehd 19 590 7k

eAEsdge|o
A
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0% 7. 27bER BAE S 1Y 9F olME Wy @

Figure 5. Drone-based Threat Events Occurring by Country

W gde A AAHeR
b A% Aol § wMshA WA FFol e wolFa gk of
% dole e AFYuons
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3. NB% 24 ¢ AR d 75

EE29 AlEHAEA S fe B8 tvlolg o] Al Ho]EfvlE (Datamart)
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2A8 5 9rE FEHE ABAA} ) ojgs WaE gRarEe
Zéi(Busmess Intelligence) ©| o] =
T2 A7Eel 5% n=yas 2dT 5 9

= =
25 W7} A

bl dlolg BE e % el &2 dolHE BN =
dole] 2vlkm AASE dole FHA W, dolHrtE S Ags
s 7199 dek W u=us o) RRo] MASE %Y FHH W,
93 AL el FES] QTAG A TRALE AL BAS A

ax B H
= = Z = = =
Tt HF AFEALS] FE FHshs AFEARF FAHAQ U SOl Uthsd 2
ATl HolEPES AMge Al s =8 7N 9o BAolge et
[e) = Q)
u EAR o "whZo] MA s 2z EAZ0l S ALt =2 b 97
g RARE (g Edela 27vhE 17 63} gol THEA
R Dim_actor l
State Forces
Rebel Group
Militia
Dim_date |« External/Other Forces
Year G_ar_1g_ ——
Month Fact table : ACLED event Civilians
Week Event_id_cnty ; Dim_target
Event_date State Forces
I Event_type Rebel Group
- Baior Militia
Dim_type Target External/Other Forces
Attack : Protesters/Rioters
Crash - Location Gang Group
Interception Number_of_events Civilians
gi Killed None
t
= Wounded 5 s
L5 Dim_location
Region
Cour}try ][ Dim_clustering
Province Cluster_ID
Latitude Centroid
Longitude

23 8 A BHE U ORYRd

Figure 6. Multidimensional Model for Spatiotemporal Analysis

83) ZA§3], ¥4 Xl, OLAP H I =K, A|Z0PAXEE 12 AL, 1999.2.20.
84) ZeF, TH ZAX|el WERIE Co]g| & o] &gt IEA7| = FAYHEE A5l Fde )
ZAE SAHoz, sty dutoistd, 2022.



=2 7R 9 BAE dAbdEdel= ACLED event#h= Fact tabled}
Date, Type, Actor, Target, Location®]#t= 5712 29 ©lo]| &3} shr =
AH 245 93t 1719 319 "ol &<l Clustering HolEZ T AlF
7HE24 ] A7]vul= 'Fact table: ACLED event'ghi= FUe] AR B o] &0 A
HA o] PSS o]F& Dim_date, Dim_type, Dim_actor, Dim_target,
Dim_location®]2hi= 5709 & A7F Stk Dim_locationd 3h¢ SH:;AE =
H Al BAS fote] fket =S 7IRte R sh= Dim_clusteringe] St

Dim_date®] &/deol= ARl Bl E 9]3Fo] Year, Month, Weeks T
3l £A4S 3F9o TSI T Dim_typed Aol =2 JHE 99 £7F
¢l Interception(£.7), Attack(&2), Crash(52}), ISR(HAH - 7FA] - Az,
Others (7IEP & &3k £Ado] shelell Stk Dim_actor] HAol= 9189
a2 zFel Rebel Group (Wh* HA]), State Forces (i), External/Other
forces (2] A1), Militia(++¥), Gang Group (HH <A, Civilians (F17F¢1) &
TEEG T Dim_target?] Aol =2 7w 9 v¥S A 5
o] State Forces(7t+*), Rebel Group (W), Militia (), Civilians ("17+
Ql), External/Other Forces(2]FA8), Protesters/Rioters (A $/Z&F5A}h),
Gang Group(MAHGA) o7 FHEY T Actord d=gdF oz FaEgs o
None ($1+) &2 &3S,

o

ol

Dim_locatione A2 &<l #4158 3% Region, Country, ProvinceE &
shlal A YRS AFEste] SelAE WA, A U 239 Hx9] 75 &
Ast7] f1gt Cluster_ID$} CentroidE &3t 4] shflel Qi

3.2 52 7|4 999 oA € T4 FHE AES A FY

TR 524 (Clustering Analysis)ol& o2l WA FollA A £ AW
e 54 el et 2 e Hdow v v 4 Ao 53S9
ofgto] Al rxel thel o]afstaiAl o= BRI WHow, E AgeM X
P T A EE VI IEE AYACE AR 7k Agel e AE
78] ZF3tste] EA sk Aottt FAEA S Wde A AF4 FAEA,
HIAZ A 24 D shue] JRAIZE of 8 el sl 23 ¢ Qe 5
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= TETH 7198 A9 AEoA] ClusteringEs 13 d1udl+2 FHE
A3, K—Means Clustering, Mean Shift Clustering, OPTICS86), Agglom
—erative Hierarchical Clustering, HDBSCANS87), DBSCANS8) 52| 1g]
Zo| zHelx itk o] 7|4 K—Means Clustering® Mean Shift Clustering<
B AIZA #3154 "ol a1, Agglomerative Hierarchical Clustering® HDB
SCANS Al52 +HEAW ot} DBSCANY OPTICSE dyka o=z A4
a7 AZHOIAY WASH R FRAAL GAW, WEE e AFH
W3 A9 5 sl

4
2 Ao mAe mel st AA, = AdRES ofe THel Aol X
=
[ez]

ielZel meb Cluster® FASHL #4012 AAT ul, S4o] 2 e w
A4% £ BRAQGD A%, 22e FAol AA A WA R
FHOR g 7] ofHrh ¥ ATE A SE /U A8 B4l o]
AT 9190l BAT WS A 2HE Ay HE Wwe] o3t
FAES FYsolol Arks SN 7 GuAF] B UL Fu A=
2 7127t 99l

7t daugEE 54 Ay dHolg A web Aol 3l
K—Means Clustering< ©l3llstal F+d3st7] fAvk= el 9o & HolH
AECE gaAol7|= stAvE 72 & vz AAsfoF st =71 F4 kel
W7tk wd o] glth. K—Means Clustering¥+= t2 4 DBSCANS 3 9]
TE vE YT Fart gler 9o FHe IHS 2 T 3 IS (Noise)

olHE T 7 e Aol vk Yy 1R o7l & HlolE AEA
v & AEetA e 7 lal Aol mopd s Asol AdtE= Aol QUth

22
*
)
Y

l‘-il

ﬂl

Agglomerative Hierarchical Clustering®] A% +H9% & vjg] x| A<
e7F gl v FHY 72 = @VE, Dendrogram) & A3E AlZbs}

G oglAmk dlole AEZL AW Ayol el wlEfHeln & W gAA #

nﬁﬂl?i‘ i)

ol £%, o] 2P 40| SPSSE o] &5t HolEEM(2m), EAETEY, AL, 2015.3.10.
Ordering Points To Identify the Clustering Structure

Hierarchical Density-Based Spatial Clustering of Applications with Noise
Density-Based Spatial Clustering of Applications with Noise

85)
86)
87)
88)
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Table 10. Clustering Algorithm for Geographical Coordinates

T &3 =44
K—Means o oldlsty] i A= bk o A FEE vE AF
Clustering « I Data setoll’= &35 o x7] FAgkel Ui
« Wx Ao]7} Z Data
o A FE VY A 4. e setoll A= 2 ZEakA]
DBSCAN o A9 FHY THE FHE T 9dE B T AT
* Noise H°IHE 7% =+ & o Aol xobd S 450l
&
oo . o] AW AAbFo
Agglomerative |+ #4 $8 v]e) 492 Ae Qe | A0 sl A AAT
. . o =R o = =
Hlerarcmcal —rEoEHJ ‘?L_J_g)endorogram)i o FHA TALE A YE
Clustering das AAE e o Sl o) o
T PAT
~ e OFT7 ZU:O H =) % ol
« DBSCAN# fA}skA 7, o ;;f | HHER, ol

OPTICS ek s
o TRk WUES IHE

-

g
1=
[o

- AR Bl B

Mean Shift o THE FE U A PO 9L o
; o]fvi-;q_roe 1= o]—opf ha o](iiﬂ e UFE Data setoll+=
Clustering o 9 9 ITHE FS F US b
-1 A
o T FE Y AT 2 s
o Ao ey FHE FE F o, |« duFgFo| HF
HDBSCAN UE 7R 2 NBEEHAHE 34 |« & Data setellAe Al
e Noise Ho|HE F#3 4 glow, Al zro] dojd 4= 9lE
chebe Wwe) FerEE & oE
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o] E3xoA E 4 % HDBSCAN HloJg AES thefst dm oo
9 83}= DBSCAN <tug]Zo] 345 deolth. DBSCANS 3 7H9] Az

1% dA#RS 7|vem 3 Hye ¥RIEE aFsste] As ;PD}
DBSCAN agFell AFAd H H2S A&t Zlo] HDBSCAN ¢ig
Zolth. webA AREAbE AP e el diste] me F Y *3 A4
b4 Q% FiHAow ddd FYAHE AEE 4 glthdd) HDBSCANS
DBSCAN .t} 741**01 %1%1 EEte Rz AAl Algte]l ed AdtheE SHA

—

o

HDBSCAN & 18|52 thofst 3] droA Ur A4 FeAEE 7|t
o2 Ul 2 720 FIEE ATt HDBSCANS AlS dAloA &
Al MY S-S Aoz dolyeA 7MY Festa b =2 Y
Lo gt FHUAHE ASste] A WHoE SFHAHE A48 U
ozttt A= HDBSCAN HZA o Z¥AE & Aoz AHYste= 71
A o "WRe FYAEHE AHYste les JHER AdFo=

DBSCANC] vlalA] o e 2828Ye & 5 ek

oo wt H AFtellA= EF VINE 9199 Hx, v 2 a5 94
o AgAdoletes SHlA ATH FAHs e U VN A3k 5A S BT
Zt311 9l HDBSCAN &ag]l&S AEgch At #3e =g 7 &4
3z ol st o %@.O]F/}t SHeolA FHO AEEr US w2 dard
Zo] F @35t HDBSCAN ¢ag|&o] o dlolg MES FH s+ o
A AlZro] AQHEUE B e °1°Ur 13,636719 et AstE 7] =
= 71N A #x A3t SHAA Clusteroll &% A ¢4 Noises FF
Al R o Hig 4z dHolHeAE dust SYAHE AT
T AT

89) https://choco-life.tistory.com/45 (AMA: 2023.9.4.)

90) https://godongyoung.github.io/%EB%A8%BE%EC%8B%A0BEBW%IFBACWEBY% 8B%9D/20
19/07/15/ HDBSCAN-%EC%9D%BA4%ED%95%B4%ED%95%98 %EA%B8%B0-(with-pytho
n).html (AAA: 2023.11.4.)
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3.3 ChatGPT—4& &-83%t Python 23 HE FA4

ChatGPT* OpenAlel 98] 7|utsl GPTID o}z|elx] 7]4ke] )33 <15
s o] Rdlolth, ChatGPT+= 853t HlolHE v o® AREAFe] o] ¢
AER 9WS Agetdas AR Ay, A4 4, dig 5& s

B TS 9ol /1 WA ChatGPT-49 ti38 4987 758 B84
of AeAE AT FeIAEY Pt FI Feag YY) F 202
Aassit. ATE I8 dolHst A AAdos ¥xd Adamets 33

ZelAaE " Adds dofstal ChatGPT—-49] &332 &elskqlrt

ChatGPT—4+ ##H7|HoZ <o =23t K—Means Clustering, Mean
Shift Clustering, OPTICS, Agglomerative Hierarchical Clustering,
HDBSCAN, DBSCAN 7M=& AAJskIth o] % 47 we ddd 4
o A RIS el Add SYAEE WH, J3 S A YA
of Wi e dHsta HAHY IYAEE 7IHe AAFel wer o]
Python AAHER S 5 Ue=A g & SHAHY Wi 2449
o] HDBSCAN <targ]zo|t},

S o

AT4E A% FH3} duFe A9s] e g 19 739 22 31
S AAWA ChatGPTE &g3}% ).

= A
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LYELE:

34918
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Figure 7. Process for Selecting the Algorithm

91) Generative Pre-trained Transformer
92) https://openai.com/chatgpt (AAA: 2023.9.7.)
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Figure 8. Process for Writing the Python Script

A E A ES Python 3.11.2 7oA A3gstqltt. ChatGPT—4= %}

Z}
Y8 FEE Python A% A4 AXWA 9Fe) 593 BA ARA 73
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Table 11. Structure of Python Script for Cluster Analysis
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ERIES HA WEE AAYske d AR Asd AlSE T x2E HE e
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BES AAYHEYNAM AEEH = HDBSCAN €18&Y F+ 714 T Qs

] @S A= ZU?& FERolth, WA HDBSCAN_MIN_CLUST
ER_SIZE+ F¥AHAY 3} T e FHAHO ﬂ* 71 o
Bl o & 5o, kol 3 -, 371 mRke] dHo]E XEJER o
Folzl 158 Y AHE S
o] HAx AVIE Aste AL —g—aia
a719 FYAH7F e AL WAse o T80

HDBSCAN_MIN_SAMPLES+ H|o|H X
g ol% LAES] £ et 6% ol glol
[e]

o ’ o
oF ERIES] o]xo®w 37f w|¥re] ERIEZE Qo™ s dolH XERIE
Y ¥JER 7F—ro}7<] et o %}% T2 tolE o] el #wyo] glom,

HDBSCAN @xelZe delee] uE ywos Ferege &
neZolvl, oldl soldstehEEL FalA dolEd WEE ofy
R

1048 £20% 5 Ytk ok B ATE 9% SudE
A

¢



]
B
20,
£y

sArol™ dlolg o] Aoy FRol upebd thakdt A4S g9
2.3.2 "lo]g 27

read_dataO & ©]&3lo] HlolEE ¢o] 5<% F tkinters: ARE3}o] AREA}
ANA dloly Hds AdestA sk AE
o7 WhEkagi )

F AA 719 AYE AARE calculate_bearing () ¥ haversine ()& AFE3}
it HDBSCAN 21|52 Aoz {F38= AgE AMEste] Holy x
E He) AgE SAHsd. Ty B Ateh 2ol A5 m¥E] AgE #2x
3k T FH ] ATl SAAA 1] AgelrE we FHAde 54

A2 (Euclidean Distance)= A $8kA] ¢kgkorm g 3x¢9] A
St AFRI ¥ 2] (Haversine Formula) & ©] &3} t}.93)

il

I o e o 32
A

O}le :!O
oF

2]
H

@2, y2)
d
y2 - yl
(le 51) xZ\|- x1
d =2 — x1)?+(y2 — y1)? d=2r- arcsin\/sinz(@) + cos(¢;) cos(¢py)sin® (@)
Euclidean Distance Haversine Distance

a2 11 % AR Ae]

Figure 9. Distance Between Two Points

93) Euclidean distance AAMHo=z &= XA 719] A2]E 10km=z 7PAe ©ff, Haversine distance
AAE o2 stH 9oF 10.5738km7F U2t o]= Euclidean distance®?t Haversine distance
Atolofl oF 0.5738km<] Ato|7} Qlth= Zojty. & A 7te] A2j7t "Holx|d & A4LhHe] &p
o7t A yeu, A7t 7RI AL &polrt glojZlnt.
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% 99 A%elA B & Rl A (1, yDH A (2, v F A 7]
Aeg 5] 9184 g el wel dgets Aw A 42 Ak ol

REAS Z1Y Aol o/ di Seas Belel 4 xo 1% v
Aol Al B F AFBE Foe Aol

r&
wn ©
lo

A7) =, Azt

1

a1, yD

st Al A FAL I8 9 9 QEZA & ]
o 3 A Atolo] Agle 3ad FAdelA ®md A
o]

A x2, y2)7F 3= o, + A

Aol obd F (R, Arc)o Rk a}% EAS Agsith o714 r& WA E, d
= 5 AH 79 Ageld, 6= F AL 9= 39 F47E Radian 99 =E
¥AISE gholth o 3l A3 QAE% Radian @9 & ZA|sE Aol A= 3

F A A2 AEZE Radian @9 &2 EA|SE grolt}.

0.

(A

ofglgh A4+ kW] 5= AEshd £ F A= Sl= 39 Radian &9

A7y 3k e :17} et} ARl F Al 4t FARIH # (Spherical law of
cosine) & A &3] v 24 (1) Fgo] A HT
hav(©) = hav(py — ¢,) + cos(gp;)cos(py)hav(Xg —A,) = = =+ = = = = o o (D

71 A @l, 2= 1, 24 H 9= (Latitude) @ Radian®+¢ #tolar, A1, A2
1, 2473 A% (Longitude) 2] Radian©@$] Zteltl. Haversine versme/]
HES- om|st = 2 hav(0)T o T4 (2) ¢ #ol 8T 4 Qlth

i

hav(©) = sinQ(%) - I_C;S(G) ..................... (2)
o} 71e] AT WHAE r(URtA o7 6371kn) S ALste] AgES ot
odst=el ol g3l ALl (Arc—Haversine) = #élls= §& o}ldAll oz wW3k3}o]
ARbstd st ARRl A AL FAol Utk A7 hE hav(0)F FEFSHA
E?ﬂé}tﬁ d=r-archav(h)=2r-arcsin(v/h)7} Et} o]= Agshd t}So 42
o =

\/

3)7h, Akl FARIGSE Python AAPENA AHEE 5 Y 54 @)

L} % gleh,

mln

d=2r-arcsin(y/hav(p, — ¢;) +cos(gy)cos @y )hav(Ny — Ay ) =+ = = = o o0 (3)
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— Ao — A
d= 27‘-arcsin(\/5in?(¢2 5 % )+ cos (¢, )cos (¢,)sin®( 2 5 !

Python A3 Eo| A+ HaversineHDBSCAN Z @] ~o|4+= HDBSCAN
1Y FE AFSste] AEd (iR E S AEESH A, dFelA] ARl A
A WAlS AFE-3EY) haversine methodolAE F A A9 HEH (=S AE

dy oz ol F X3 Afo]] stHALRL A E AAbsth dEE HiEeE
teto® Wigy 1, o] Wige HiEE P oE F AF Aol AE At
Fob Al A2 WA Sl R=6,371knEs 1183} km @9 = His g

i i)

A
= om

ro

_pairwise_distance methodellAl&= Fo131 BE A FH ] Z3te] ot A
qHE S AAtsi). o 7)o A= scipy.spatial.distance ®E 9 cdist &5 AL
sto] BE A xFel dist AgE Aitste, Ag 54 WE=ZS=E haversi
ne method”’} ARt} score method= S¥AEH A3 F4& H7sH7)
S AFN FEE AASECE methodoll A& WA fit_predict methodE A}
g3sto] SYAHPE Tt A HolE S et

ol & F 7 ol mid ol e ABe, 5 FEAETE F O o)

T5 AArst olul Ar =4 W EZ S Z Haversine
2 : + FYAEHE Ao w4ds Frtet
+ ° ARgET 7 fu7F o 2YAH vlaste] zA| S8 AEHeE depy

Aaks Zo® WS -1oA 174Kt AT vt H&5
o
=

ZF AR ek T FxE, FF U9 dolH ¥QE F9o BYE ALY
93}y calculate_centroids_and_count Q)& AF£3F3 T}, calculate_centroids_
and_count (df) &= Z#2H 9 F4 4 (centroid) AA ZE2¥ U F3xo 7

s (count) AR & F 7HA9 To AdS FH

wA FH2AHE 153 (groupby('cluster)) = Y&  DataFrame dfE
‘cluster' €& 7|2 1w3Istth dE 59, di7F 5719 EFEAH L 2070

°] Noise ZQJEZE 7}RthdA, cluster_groupsolls & 6718 180 S0 &
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Zolty, A Alat(agg('mean)) S 2 28 2AH 5 didlA latitude' 2t
'longitude'?] H#S AAste] FYAHO FAAS ze=th o] Ay
centroids_df#t= A Z-& DataFrameol #7% ).

T WA= to_dict(index) & AHE-34 YA (Dictionary) FEH|Z ®$shH
oo g9y 7l Y AEY olFola, e S AE T #Higolth
52 size().to_dictO & Abgsto] 7} %ailﬂ a5 #Hx gl wE A7
= AArstth o] AE+= cluster_countsEhs gAY o] AZHT. 5l E
S A Fsk= NOISE+= AlAtel A Al mix|ete 2 ol gl Aabd F44
I G e et ARE gyl FeE wkskel= A 9] calculate_centro
ids_and_count (df) g<o|t}. o] AR ELS YE FHolv A3 A4 Fof A&

4 % 9k

2.3.5 HDBSCAN &u8& 574

HaversineHDBSCANS HDBSCAN Z# A& AF&wol haversine Ad Al
APHS AFE3th. HDBSCAN A5 Al }01 HaversmeHDBSCANE‘r“
M2 FIHAE s A 54 WAS SHHAR FA o2 vt e #gol

s &3 A94 #HxE o X%}ﬂl TR = YA =57 g7

ojt}. o= %ﬂ]i% F&alo] A s WHAlS Pythond A X|¥F X w7
J =iy =, 71E9 E‘rolﬂﬂiﬂlﬁr ZP A7t ABEE )5S

OWE AGEEA Bed PR g el A FEd F U

2.3.6 Clustering <3

main() gFolA= HDBSCAN=S AR&ste] SHAE ™S T3k 3 ol A
7} WA HaversineHDBSCANolgt= A2} Ao ZFHAs %7)8s8t1
'latitude' 2} 'longitude' AoA HIE HolEE FE35to] NumPy vjd 320
= Wst & HDBSCAN &a2]5e o9 dHolgZ Abg-Htt. 7} voly <l
EX fit HAEE A}E5] 71 7S el AE dEEAY, A 82
FA kol ST SeAE | @EEA Eohe= e (Noise) & 79

o |

main() $5E A4 AHE duFe AAH AAL EAGEL 2

_59_



A 2e2w dolEg ol Tlel Fbske $9S AANAA 7} dole
EQEL ofwl Feaee] SetiA AEath B FenEdE dvht we
"old YA HYsE AR TP FAS B A T
g ARG F FUAEE PYSE LE R JFA 2 FYAH F
ARe AWsHE o0 FeiaE e 9AE e,

npA et & S|~ Ayst 7t SYAEHY ARE A GdZ et
g, A2 AFgAE AEst 29 Zgd AEH, 7F 5do o

Aol AlZBS EZFEele] whEolXth ot S AXWA o] AAHEE
HDBSCAN ¢a2]5& AFg3ste] A4 dolge S¥AHHE S Fdqsta, 2
HAEE s EAste] A st
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1. 28 71 gl tigt 27E B

11 A8 =8 714 98 0E F7k] gE $4

2 Aol AHEE ACLED dHlojE AES =& 82 2008 8¢ 28%Y <
ghollAf dojl =2 oA (=) ARlelM Al#ste] 20239 9€ 30U7HA
F 13,636%1°] AeEo] Ak AGHEE o5 EE 8§ AEE TES B
|3 129 ok ACLED dlel8e] 5S4 =] 282 =7HE 5E 7
A, B e Al 8l g e S WA A .

’

B 26. X9 &2 79 9E WA Hle

Table 12. Regional Frequency of Drone-Based Threat

A4 =7t (=) EE& 718 AE() 4] -&(%)
Europe 9 5,707 41.85
Middle East 14 5,197 38.11
Asia 18 2,118 15.53
Africa 21 510 3.74
North America 3 73 0.54
South America 5 28 0.21
Caribbean 2 2 0.01
Oceania 1 1 0.01

Al 73 13,636 100.00

S0l g ol £8HE A o mmelA mito] #Alol—$AetoL

Agol AAH: gt FHAdeM 570770% HA =B 8§ 159

41.85%= AA st AT v BAC] AFHIL Q= olA~whd, Z e
o

QA " ofdlo] fAF FEA R 5197121 38.11%ATh. ofrlopA o2 w]|

_6']_



& £l G AYel LR TN FAY WY WG 1002 o
e

O

&

= 27. 2 7|9 9ol wiwsts 127) 27t
Table 13. 12 Countries with Frequent Drone-based Threats

=7t A=) =7t Rl=(4)

Ukraine 5,099 | Afghanistan 548
Yemen 2,816 | Pakistan 396
Syria 1,058 | Saudi Arabia 387
Myanmar 904 | Palestine 183
Iraq 572 | Libya 149
Russia 568 | India 132
% ¥l 10071 0|51l =7}= Somalia, Turkey, Azerbaijan S0]%ic}.

1ol RIgsk= 1270 =7bellA sk ojHlEx 12,8137 0% A o)yl
E9 94%% AAsa ATk AFel 7HF Wol WA Tk FA
th aeolih HAloteiel Aol AHE 20224 olF &3] WMEA 37
sholeh. o, Alejol, viekel, oleba, of gt S wrks Heee]
A, S 4 B FOR Aske] R /W 9% NEsk g

o, Aleel w elulohs 2 oz
Aol BEE A, EA M FAL 9] ool 2400 Gd 4853 A
23] Agroleulol} Fuas ARAEL SRS wnla] L8auA A
tofetulol el Af AT Ze 7w ALE B H1 gtk

vjgkubis A THE o] F o] A Eeke
= whAlo] HiE @Ag SE Abgo] mekor], 3R] WA 98 w7t
A o SRel 480 YL CI9E HE G B2
ot o] AN SR ofeale] o5 Belserel 7 =
4 e A9 A% A, Fu S5 HE HA0E Aesn A5

o
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Figure 10. Countries with Over 100 Drone-based Threat Incidents

. 2ot

a3
37.4%



022 24€ 244 HAote] AAFASCE AzE AL 7|7 1A% A
o7 AEHHI gtk eAlopst Agto]te] AA A= olded= & F U
A 82 HAF e8olghe A o]l #AS B Utk AR A olF +
AR H Y-S EES ohekstAl 8ste] AR A4S A4 =R E8eta
olth, 3ol te] A$ Mosquito Air Force(27] ¥M ety Y AL

CoFe FAHE W e 4% SES S8eka drkon

— =2

1ol Wiksta gl= 12705 & oA, Ao}, of#ha, ofEIb ', Ak
clolebulol, Hel| ~ERQL, elulol 5 F71¢] o|MlEs} U5E AXsw Qo] &
Ez]ed o] HobH _/;_Zro] o= AS o £ Qb oule zfo]= Alo}uos) el
W $E| 9} ofglo® Iukst Y] = o] (Mansur al-Hadi) 3+,
UgRE Adete Abgroletnol FE AFHE, ST 4y ZESE o
» o
o]

1

of
-

O

ﬂ r

oJzp, et & HE Aw Afolel] A Ad HAFTE HolH AL 3l o

T4 -
()

=
a}

=7F AAE 2H w2 osiy AR, 5% cuA s AAS 3l
S-¥] Wkt (Houthi rebellion), o] EF-3A =93] & Al /M2 AF7F A
= '8olaL Tk
ofAloA el M= mIekrEe] 90472 Wl MAR 2 WEE Bt ol
2021 29 1ol AU wQkvke] LA FHE o] % AlWlEel] ofFk A
Al =5F wEe whUF AR et el A A5 FY A9
FH= Wskd Zlojth. 53] wie} AdieAledl Sl ARl A v
bb 54 AdE SHeR wAske WA Fdem AR o, 59
S FATA 3wl g VIRE AE5E Jem o dErhen

I A= A9 370 =7l SAEfolL, oWl BoAl g
Bato] v E 149 7o)

94) Kerry Chavez, Learning on the Fly: Drones in the Russian-Ukrainian War, ARMS
CONTROL TODAY, January/February 2023

95) Afo]E(Zayd) Alotmte] ApolEi= oY SAQIe] &K} o] FofAl Rgitt. Afo]= Alojmb= o]
£d9 sUme} Aot} & *1°}ﬂlr_l g 2ot g% ol IIRd ZAQY ofEE By Al
4] o|Y7IA|gHS IgTitt. & odlo] wo] F®ska QY.

96) https://www.kiep.go. kr/alf/lssueDetall es?mid=a30200000000&systemcode=05&brdctsNo=3
46296 (FAAA: 2023.9.9.)

97) https://csf kiep.go.kr/aif /issueDetail.es?mid=a30200000000&systemcode=03&brdctsNo=33
0313 (@A 2023.9.9.)
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& 28 9P U A 3 2ot ohE 9 R FA
Table 14. Threat Types and Actors in the Top 3 Countries with Frequency

Actor
Country | Event Type State Rebel | External/Other | ... | Total
Forces Group Forces
Attack 949 2 2 36 989
Crash 4 4
Ukraine | Interception _ 74| 4,076
ISR 2 2
Others 11 17 28
Attack 376 32 16 4 428
Crash 8 1 1 10
Yemen Interception _ 142 74 1 672
ISR 20 4 1 25
Others 25 5 1 31
Attack _ 85 228 44 859
Crash 5 1 6
Syria Interception 79 67 10 16 172
ISR 6 1 7
Others 7 3 1 3 14
Total 6,451 342 335 195 | 7,323
Aol o, Alget 5 37 F7teAY EE & HEE Y =7
A A, AR Adge] wep zpolzt itk Aoyl A= Fafarel st =
2 oo 22 o|Fu, oWz Aol /e A FAo] WA A
o Yeta 9t} oldst HEe Z7ke] bl q AW FQ A AAH
cEo A2d grd wel 2 Yeun 988 Axa
S-Fgrojup= F 5,099Hd0] EASATE o] T E=E Interception(£.4) o]
4,076 0.2 °F 79.9%°l sdst™, FE2 Aaratel siA ABHUAG. 4
THOEZE ¥F 4% £4/ZH/MAY F2o] FE olFH, ¥4 T=34 F
7] A el AR Gk R @9 FAE arToldes wysh we
1%, 95/718 A" s #ojstar Aslth
o dll > & 2,816 Abrdo] Q%L o] F Attack(FZ)o] 2,067 =Z i
g AP, S8 2R 6747019tk F2 WA FES TS EF
S S® g0, o 9% AHolut sl Aol st Zolgith, o] 9ol
Awel A A v D ok, BF FE Fo| dgom, F= PIT, WT,
T 7E #ofskar SISt
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Aol F 1,068 02 o] F 85979 Attack(FZ) oIt =& 2742
172705 Yetsth 34 43 5 /M 22 AL ¥/ v40E, TR
At 5/718 Algel o8] AT v T, 24/ ¥

A ot 9l ok 5 thekdt §3 9 Abrlo] EFrE o] glom, Rkt 15

—'7 %
uyd e g FAE

Bl el = re g

O FE v aeA T F 3972 ¥E A 10kmoﬂA1 86671 ¢ %?‘a
o] WISt AL Feld 4 vk ¥ 155 ¥ ¢l 10km oo #EH
¥ Z 107] o1de #HE7F = 7S FEsk Aol

T 29 =78 28 3¢ A Fuw 2x
Table 15. Distribution of Coordinates Near Major Airports by Country

Country Total Number of Threats 1km 3km 5km 10km
Russia 569 - - 14 265
Saudi Arabia 387 83 83 156 167
Pakistan 396 — — 107 127
Syria 1,058 50 50 80 100
Sudan 64 - - 11 33
Myanmar 904 — — 25 29
Afghanistan 548 - - 1 24
Somalia 88 - — 2 12
Ethiopia 53 - - — 10

TaollA A = qlko] thgel HTtellA FEelA oF 10km W el =

719k 1 FF =l Stk 2ok A #3 1 10km o7t 2561
°% F A7 46.6%F AA st AATh ARS-Hofetu|ote] A f-ell= 2677
O % 43.2%Jvt. Ag-tlotetnlotel Algofe A= FaelA 1km oW <4
A AT $1go]l EASI YT ol9e® 7|k, Fit, v Qkup G oA
T 3% QoA vl fgel EAekar sl

98) https://www.partow.net/miscellaneous/airportdatabase/index.html#Downloads (A Y:

2023.11.13.), o] A=olE ezt Zo] B ARAA ol o] W T T A
LSl 4 Qo0 280z AUHel Mg 59 3dol RINE ARHOR sl
% loich
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MR FATTY A AR Bt S Aoy, tgd =
o EE dEAAE TF8t & Aotk wekA HoiA <l =23 olefgt o
SAASE HFets HA oA &4, FE T FFo]l s dojd + Utk
T3 BRG] A £ AdFoMe gekst Fxo] wAgst spgAo] Ang
ol FHiel dist #A4 T Vd e FAA Y digt 1Al EAS
7hsskAl & Aotk

o2 QI 10,000% o]4e] E=A199 I 10kme WS 7oz 3
BE vlustgeh B Aol AFE"E 7370 =71e] ol 10,000 o] &
A= 21,98870 31, 3.1%% 68671 =A =& 716k o] wAsal 919l
o E2 7 9oz B F 13,6367 T 9.0%<! 1,2347119] 93] A
star Atk B o & 162 =2 71N $jde] 1007 o dellw el 1271
F7HE TAHOE AT 19 o] AL =& 7INE fgo] dlY EA

T30, ®AI9 S I 93 WA 7% v

Table 16. Comparison of Number of Cities and Drone-based Threats

" ey |[SELAUII[ o o [ 107 o S =€
A 0] & H
= Tog s Tuee | V@ Tayg aw @) [ 6e®)

Ukraine 370 172 46.5 5,099 365 7.2
Yemen 28 24 85.7 2,816 118 4.2
Syria 83 58 69.9 1,058 170 16.1
Myanmar 67 22 32.8 904 36 4.0
Iraq 74 29 39.2 572 47 8.2
Russia 1,516 77 5.1 569 89 15.6
Afghanistan 72 29 40.3 548 39 7.1
Pakistan 357 7 2.0 396 7 1.8
Saudi Arabia 70 18 25.7 387 277 7.0
Palestine 58 11 19.0 183 33 18.0
Libya 44 17 38.6 149 25 16.8
India 2,965 24 0.8 132 30 22.7

¥ 162 A8 ww, agtolyel oule =2 7k g9 BX= AT
3] tjxA ottt Aoy 1,616708 TAl & 1727] Z=A oA f1ge] &<l
Hoon, o]l A LAY oF 46.5%F A sl AW, F9FH AL

99) https://public.opendatasoft.com/explore/dataset/geonames-all-cities-with-a-populatio
n-1000/export/?disjunctive.cou_name_en&sort=name (FAA: 2023.11.10.)

_67_



50997 ZFo|A AT 19k 1 o]Ate] T Ao WA 9 H S 365702 A
ol 7.2%°] Eslh o] =2 7 o] EAlof HFHo QL E B
st Aoz WA BEAE o] 9SS vhebdith

Hbd oWl 287 A F 2471 EA|OA =2 7]dE 9jgo] AP o)=
Ale] 85.7%° dFset. 18y THEH 2,816 F AT 1% H o]
Ak 7218 118702, 4.2%° E3sit). ol =& 7IHF $13§9]

u)
=
7F B TAY] FFEol A 4, o B Ao FakE] S
o}

Alglol= F 83719 EA] FoA 587 EAlCA E=E 7HE 9] Fo] AR
o} ol EA ¢ odib] A1E B TA9 njEo] oF 69.9%% FFE] =& &
otk =& 7 9P F 1,0587 T 17070] AT 19k 1§ o]AFe] A
A bAglom ) ol= HA e oF 16.1%° sfdstrt. o]

el =& 7Nk AHS T2 EAEC ASH s & ¢ Sk
3

0.

vRkeke] B, 6770 Al T 227 EAlA = 7N 9ol SE i,
ol EAl ¢ thu] 919 B A9 WlEo] oF 32.8%°ltk A H1¥ 9047
SolM A 19k g o)de TAlelA AT fdS 3637, JAAS o

4.0% E3alcl v|gkule] FQo EAAE =2 JuE 9ol te p g
Waskal glow, v A W Qo] A =AU A e #AtEo] Sl A
s g F

.
4

HAloLe] A foll= 1,5616708 TA] 5 7771 ZEAlA =& 7|HE g o] W
Aste], A din] 9F Blgo] 5.1%=2 sk A A4 99 5694 5 <l
T 19 g o)Ak TAM e 897, HIES 15.6%% HE Z7EC
Hlal vk ol &8 7I8F 910l 54 A AFH As ThsdE AAE
shal k. AAR YAlots =7 A9 T EAaTvbe] EE 7IRE $1§o]

A% ¥ ek,

o

Eolgt @i BT AT 19 1§ o]AFe] mAZE
o] WAF =A== 24709 Esiek. 22U AA
g o] e TAoA S AFS 30 R 22.7%9] H&
BRItk o= Q1 W =8 7|k 1go] 17 ¥ o)A )197F @ =4



o did oz FTH vk AS wake Aot

ol AY Ao R FoE AN A B8 U 99 FF dF B4L
ko] ShEE TR fd the ke FHEE U B2 E S UAS A
oty o Z Sof Alotst vigknkE wwFThA =8 Po] A 747re) 54
of WAl 2A% Bert Yk Aok F& EAlel t@ wol tiAe] g %
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Rz A o)A, Militials ohekst A o2 A= 4 e FHOER) Aol
Rioterst ZES 4o+ F2o]a, Protestersi= H31A9l A9E WHol:=
TZzoltl, Civilians= 5% wiklola, Gang Group W3 zxZ ot}
Target®] NONEQ! 212 Actor®] d¥& &5S on| st}

I 32. Actor®} Targeto] T2 dHl¢
Table 18. Frequency by Actor and Target

Target Actor F?)tr?ctgs Oglxetl?rfltl)all"lc/es grec?lil) Militia G‘Grag:ﬁ) Civilians Total
State Forces |WIBIB7I 410 | 1,120 | 246 4 0| 7351
NONE 1,191 1,185 38 86 3 0| 2503
Rebel Group 1033 1052 | 103 42 0 0| 2230
Civilians 363 240 61 74 11 1 750
Militia 404 107 36 12 0 0 559
oiternal/ 185 5 16 1 0 0 207
Protesters/ 28 0 0 0 0 0 28
Gang Group 6 0 1 0 1 0 8
Total 8.781 2,999 | 1,375| 461 19 1] 13,636

Aol FARJ Actorst Targets TEot] & Wl Hard He] FE0|
567170 7 Wi, Aafare @ o] 1,191 % ausS AHA st
Itk AaFe] B2 878170 % HA =R VN 999 64.4%5 AX

Ay

Su ek SRS AYF V1%, 59 % 248 2F Bk 8 28 &
gtk Zueln Adsee @4boleta & 4 glrk

LA F7tE AT ¢ AUd AMES Actor® &5 3 Militiash Rebel
Group? =8 282 1,386710% A9 13.5%% A stth= Zo|qlt). o]
T TARS TR fiayd VlEo] thekst A oA HAA ARgo] Jhsd
FOo 7 dutslEtl= 21 © %, Yannick Veilleux—Lepage et al.(2022) 9]
olH iAo FRlstRd &3 LA gt AL 57 HAFY IF0] =
Aol =23 #dd 7ol ush Ar)He A=k 9 )

X

=

ik of=Fo] 3l 18 4 Sl xol, A5 Foto] ElE & Militia,
Rebel @ Gang Group & AHol &o#] ¢v AL s =85 &
S35t Utk A S FelE 4 Q9
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2.3.2 Actor 7ol wE AP A

Actor 7+9 ZZo] g2 A}gxrel Azl 4= ACLED Hlo]g go]&e
fatalities®} note F=oA &elst 4= gt} H%’QEE 238 gl A A
kel A FE S Zolth o7 AMEARE e B o|HE WA,
Aol A7 sox uFd s Bl wep AdAAQD FHtel| wet A=
7 2] 3F 3l o 103)

FEE AR S EEY 34 b 22 5 4949 fgon BAw
AR 55 FRE o) ohdth. ACLED dolB: =& 71w 9199 24
of WE AL 55 7)Sd Agolnw, LEe Aol BE wEoly g7
o BACI A% SEsf @ 2 Ul Bel BF TAL 444
b ORAR ARl ol AP 2 FYsglh £ 19% Actor?] Tl
WE APgRe) 28 e Zeln

# 33. Actor®t Targeto] @2 AMIAL 5
Table 19. Number of Casualties by Actor and Target

Actor State External/ Rebel — Gang
Target Forces Other forces Group Militia Group Total
Rebel Group 3,659 7,057 257 119 0 11,092
State Forces 6,751 319 2,987 276 8 10,341
Civilians 1,538 1,096 162 80 1 2.877
Militia 170 538 40 12 0 760
Protesters
/Rioters 167 0 0 0 0 167
External/
Other Forces 5 22 12 0 0 89
NONE 17 0 6 0 23
Gang Group 5 0 5 0 0 10
Total 12,362 9,032 3,469 487 9 25,359
APG A Sroll A= A fo- (States Forces) ] 3402 Q3] 12,362 0] whAY
3t 1, T1th5©] External/Other Forces® #ZA° % 9,032%Wo] 2AYSFA T}

103) fatalities: The number of reported fatalities arising from an event. When there are
conflicting reports, the most conservative estimate is recorded. (ACLED, Armed
Conflict Location & Event Data Project (ACLED) Codebook. p.7), ‘AFUA} 4~ @ AR
met B uE AR Solct Busl s S5 0 sbg waAel EAAL 7|2t
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APIAFE S AlA AEe] FA|Q State Forces, External/Other Forcesoll 2
3l AFAFAF7E 21,358 O 2 AA Q] 84.2%¢] 3tk ¥ ( Rebel Group) ol
ot AMIAE 3,469 0] WASte] Aol 13.7%° &k AT

Actor®} Targetl @ J-EFH AR FoA+= 2H A8 (External/Other
Forces)oll 23t APEA7F 7hd w@kar At 1He] S=3 Farael &gyt
o FACE g APIATE avEE ARt AT oldd A 24
ofel g-Ffo|ife] HAM L AMFAE H7F 1He] AAolgh= AMENE Kol
© Aolth. stk Ay Algforel ZE WA Q] Algo] Jfgiste] =
H-2Q1 o] Aty Q7] wjolt.

Actor®] &4 Fwol WE AFEA 5 S48, ofd 340 F ¢ A94
A AARE 2T A=A AL e ARl ol Wk Actor?] ¥
Aol ofd FRAeAel wet AMSALe] R Aozt AlY v % 202

I

T 34. Actor9} Typeo] Th2 APAH 4
Table 20. Number of Casualties by Actor and Type

Type Actor F?)triaggs Oglxt;[l? I‘frtl)all"lc/es gl?(l))lil) Ll s Cg‘?)?lgp tee
Attack 8,968 3,232 482 2 23,130
Interception 1,687 4 214 4 0 1,909
ISR 99 55 17 0 0 171
Others 117 0 2 7 127
Crash 13 5 4 0 0 22
Total 12,362 9,032 3,469 487 9 25,359

Actor® ¢ T ¥4 (Attack) ol W& AMIAE 23,1300 0.2 AA| ARk
o] 91.2%¢°l &3tt}. 53] State Forcesol 93t ¥Z2 02 10,4462 A=k
7} @A skal 9131, External/Other forcesel st & Fo% W& A
A7 YA TE. Rebel Groupeld Militiao] 93t A4S 2% 3936782 A}
A7 dAsEa Qi) 53] =EE9] 224 (Interception) ol &A= 1,909 2
APEA7E A Sk A TR gAY Hkmol 9gk FrEA QL daf A

ol

Jﬁ[

_78_



Z7PER o' 4 FAl(Actor) ol e AREATE AR =A S F]ls)
TR Tos ¥4 il w4 FAG fdol dAdes APEAe] 7t
g o] B JhsAel a7l wiolth. 7P RE wA L] FAlC] whE AMEA
9 & & x 21 Aesct

# 35 =7PE Actoro] whE AMIAR 4
Table 21. Casualties per Actor by Country

Actor State External/ Rebel — Gang
Country Forces Other forces | Group Militia Group Total
Ukraine 6 8 60 - 5,576
Afghanistan 371 3,600 51 92 - 4,114
Pakistan 66 2,860 19 33 - 2,978
Myanmar 322 9 2,458 141 - 2,930
Yemen 1,482 904 57 1 - 2,444
Syria 845 572 279 90 - 1,786
Iraq 778 194 151 18 - 1,141
Ethiopia £ 337]= 2,996 887 446 52 9 4,390
Total 12,362 9,032 3,469 487 9 25,359
S7PFEE 2w 7PE B2 AMERPE 2SSl =7 S ekelyol
o @A Aol AAH L Yonw Fipe] s AT} e LG 9
o e o® T AMIAE MASHE RS ok b sws) 7| AROR
- Alg (External/Other forces) 2] #FOS =2 I3t ARxlo|t}, 2002l A
2k E 2 9k 7‘“@-"4 FHAAR7] wiEel] AP L F-O] AgEe] o A
7k ASHQA o) AF AbAe] Mo melvh
njQkut, odll W Alg ot AAZIAE o] AEEI o] AMIRbE A%
Sold Zlo® welth vigkhs WMol 9% AbgA} gREe AAskn 9l
o, s Aok PRI R Aol AF AR} TS A s
otk Al osol 5 33ATE 252 APEAL BARYOR REANE B
Fsto] A st =2 ZIRE APl Qs APEALS] FolME HRbF o &

#o] Aulde] dwrow AgEI s & 5 ek
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105) Dmitry Astrakhan, “Drones in the Clear Sky: How Drones Change the Course of
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Figure 18. Weekly Drone-based Threats, Number of Casualties
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Table 22. x* Test of Weekly Drone-based Threat and Number of Casualties

Week | Number of Events | Number of Killed | Number of Wounded Total
Sun 1,848 2,628 978 5,454
Mon 1,981 2,057 1,096 5,134
Tue 1,860 2,027 1,186 5,073
Wed 2,129 3,398 1,971 7,498
Thu 1,976 2,596 1,698 6,270
Fri 1,903 1,870 931 4,704
Sat 1,939 1,898 1,025 4,862
Total 13,636 16,474 8,885 38,995

e For Number of Events, x* value: 27.969199, P-value: 9.52260e-05

e For Number of Killed, x* value: 791.915383, P-value: 8.59449¢-168

e For Number of Wounded, x* value: 766.752383, P-value: 2.34596e-162

2

A A3 919 A4 x? = 27.969199, P = 9.52260e—05, AFdA &
= 791.915383, P = 8.59449e-168, F4A 4 x? = 766.752383, P =
2.34596e—162% YERITE §94F 0.05 715N SAHoz FouaA
Ebgtel whel A HEE 717bE G, g rbde] AEE vy ek ‘edy =8

N AR A, A 2 PR S deyel A dn & 4 Qv

=

AR Ay, edy 4 e AR, AR, B el SAIA R #ovd
Aol s Aow YE o, HeolE AEC #F3ko]
= A goud Thesdol Stk wEbM P 53544 AR a3 AVlE

106) x* Z’4e BAE st 7Y NEe) Aoht ChexE Boks] As) ALGHC) p-ge
ARIPES J1AT 282 A0, Y02 p-gol 0.05 Ei 0.01 0fstY AP AP
4g 7171}, B Beo] o] ohd o= g
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wRolth, TP ZAAE el QA GOt A
SLAAE chee] AbEAT s 9

2 o}

& =R ol &=

2021 AR I T A A5 }Mxm s o
2 59

o

T E£293% A4 (Drone Threat Index) At

e S dAgE =7F 3 e AR wAY 94 3P Aol Sl
Bl EE @4 V1 FAke trgl AR S FRAOE upol
T QY Vs FEO He ek dA, opAl Zulo] i} of2wmyole] A, 2
Alokgl g-Agtolute] A 4l FEo] AVIAA I AEelH EE A T
Zbeks FAlOlR = st =8 I Y FEs Frheta AR ¢ e
AAARJD HEUL AgdAt oy AHolM B Aol A7 dlolE
AES &8t =8 7N 91 AFdor 2l 5 e AFE Adst
A TH.

3.1 =298 Ay Fe4d 9 B4 ¥d

A= (Index) = H3T FE dolHE olsiahy] Aw @dd FAZ 23 =
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o, v A Md s AR AlFststo] #ske = vk A AAARD A9
HdAaE A Folle= "HyEs @A (Global Terrorism Index), AFelH @A

(Cyber Threat Index), =g A (Fragile State Index) S| 3ltt.
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1. Script for Clustering with HDBSCAN

import pandas as pd

import numpy as np

import os

from tkinter import Tk, filedialog

from hdbscan import HDBSCAN

from datetime import datetime

from scipy.spatial.distance import cdist
from sklearn.metrics import silhouette_score

# Constants definition
HDBSCAN_MIN_CLUSTER_SIZE = 3
HDBSCAN_MIN_SAMPLES = 3

def get_output_folder_and_file():
""Prompt the user to select an output folder and data file.
root = TKk()
root.withdraw()

folder_path = filedialog.askdirectory(title="Select Output Folder")
file_path = filedialog.askopenfilename(title="Select Data File")

root.destroy()
return folder_path, file_path

def filter_by_date_range(df, start_date, end_date):
""Filter the data by given start and end dates.
if 'event_date' not in df.columns:
print("Error: 'event_date' column not found in the dataset!")
return df # Alternatively, ‘return None® could be used to end the function
and handle appropriately where the function is called.

mm

df['event_date'] = pd.to_datetime(df['event_date'])
return df[(df['event_date'] .= start_date) & (df['event_date'] = end_date)]

def read_data(file_path):
"Read data from the given file path.
try:

df = pd.read_excel(file_path)
return df
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except Exception as e:
print(f"An error occurred while reading the data file: {e}")
return None

class HaversineHDBSCAN(HDBSCAN):
""Custom HDBSCAN class using the Haversine distance metric.
@staticmethod
def haversine(coordl, coord?):
""Calculate Haversine distance between two coordinates.
latl, lonl = np.radians(coordl)
lat2, lon2 = np.radians(coord?)

dlat = lat2 - latl
dlon = lon2 - lonl

a = np.sin(dlat / 2)**2 + np.cos(latl) * np.cos(lat2) * np.sin(dlon / 2)**2
¢ = 2 * np.arctan2(np.sqrt(a), np.sqrt(l - a))

R = 6371 # Earth's radius in kilometers
return R * ¢

def _transform_data(self, X):
""Converts coordinates to radians.
return np.radians(X)

def _pairwise_distance(self, X):
""Calculate pairwise Haversine distance.
distance_matrix = cdist(X, X, metric=self.haversine)
return distance_matrix

de

—h

score(self, X):
""Calculate silhouette score for the clustering.
labels = self.fit_predict(X)
if len(np.unique(labels)) . 1:

return silhouette_score(X, labels, metric=self.haversine)
else:

return -1

def add_noise_to_coordinates(df, noise_scale=1e-6):
""Add random noise to coordinates to avoid overlapping points.
df_copy = df.copy()
noise = np.random.uniform(low=-noise_scale, high=noise_scale,
size=df_copy]['latitude’, 'longitude']].shape)
df _copy||'latitude’, 'longitude']] += noise
return df_copy

def cluster_center(cluster_coords):
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def

Calculate the center of a cluster of coordinates.
return np.mean(cluster_coords, axis=0)

distances_from_center(center, cluster_coords):
""'Calculate the distances from the cluster center to each point.
distances = [HaversineHDBSCAN.haversine(center, coord) for coord in

cluster_coords]

def

def

return distances

bin_distances(distances, bin_size=3):

""Bin distances into fixed-size intervals and count the points in each bin.
max_distance = max(distances)

bins = np.arange(0, max_distance + bin_size, bin_size)

binned_counts, _ = np.histogram(distances, bins=bins)

return binned_counts, bins

main():
""Main function to perform data clustering and analysis.""
results = []

# Step 0: Get output folder and data file path
output_folder, file_path = get_output_folder_and_file()

# Step 1: Load data

df = read_data(file_path)

if df is None:
print("Failed to load data.")
return

# Step 1.1: Get date range from user

start_date = input("Enter the start date for clustering (YYYY-MM-DD format): ")
end_date = input("Enter the end date for clustering (YYYY-MM-DD format): ")
df = filter_by_date_range(df, start_date, end_date)

# Step 2: Remove rows with missing coordinate data
df = df.dropna(subset=['latitude’, 'longitude'])

# Step 3: Add a small amount of noise to coordinates (to prevent issues with

overlapping data)

df = add_noise_to_coordinates(df)

# Step 4: Extract coordinate data
coords = df[['latitude’, 'longitude']].values

# Step 5: Initialize and train HDBSCAN algorithm using Haversine distance

metric

T 120



hdbscan = HaversineHDBSCAN(min_cluster_size=HDBSCAN_MIN_CLUSTER _SIZE,
min_samples=HDBSCAN_MIN_SAMPLES)
hdbscan.fit(coords)

# Step 6: Assign cluster labels
df['cluster'] = hdbscan.labels_

# Calculate silhouette score for the entire dataset
total_silhouette = silhouette_score(coords, hdbscan.labels_,
metric=HaversineHDBSCAN .haversine)

# Step 7: Calculate cluster centers and distances
cluster_groups = df.groupby('cluster")

cluster_info = []
cluster_name_mapping = {} # To map cluster labels to names
cluster_.num = 1 # Start naming clusters from CLST001
for cluster, group in cluster_groups:
if cluster != -1: # Exclude noise
cluster_name = f'"CLST{cluster_num:03}"
cluster_name_mapping[cluster] = cluster_name # Save the mapping

group_coords = group|['latitude’, 'longitude']].values
center = cluster_center(group_coords)
distances = distances_from_center(center, group_coords)

binned_counts, bins = bin_distances(distances)

cluster_info.append({

‘cluster_name": cluster_name,

‘center_latitude': center|[0],

‘center_longitude': center|1],

'total_points': len(group_coords),

'silhouette_score': None, # Individual cluster silhouette scores are
not computed

+*{f"{bins[i]}-{bins[i+1]}km": binned_counts[i] for i in range(len(bins)-1)}

)

cluster_.num += 1 # Increment the cluster naming only for valid
clusters

# Step 8: Map the dataframe's cluster labels to the cluster names
df['cluster'] = df['cluster'].map(lambda x: cluster_name_mapping.get(x, "NOISE"))

# Calculate the number of points classified as noise
noise_count = len(df[df['cluster'] == "NOISE"])
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# After processing all clusters, add noise info to cluster_info list
cluster_info.append({

'cluster_name': 'NOISE',

'center_latitude': None,

'center_longitude': None,

"total_points': noise_count,

'silhouette_score': None

b

# Add the total silhouette score info
cluster_info.append({
'cluster_name': 'TOTAL_SILHOUETTE',
'center_latitude': None,
'center_longitude': None,
'total_points': None,
'silhouette_score': total_silhouette

)

# Step 9: Save the results to Excel files

timestamp = datetime.now().strftime("%Y %m%d_%H%M%S")
result_file_name = f"clustered_data_{timestamp}.xlsx"
cluster_info_file_name = f'cluster_info_{timestamp}.xlsx"

result_file_path = os.path.join(output_folder, result_file_name)
cluster_info_file_path = os.path.join(output_folder, cluster_info_file_name)

df.to_excel(result_file_path, index=False)
pd.DataFrame(cluster_info).to_excel(cluster_info_file_path, index=False)

print(f'Clustered data saved to {result_file_path}")
print(f"Cluster information saved to {cluster_info_file_path}")

if __name__ == '__main__"
main()
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2. Drone Threat Index Until 30 September 2023

Country 2008 2000 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016 | 2017 | 2018 | 2019 | 2020 | 2021 2022 | 2023 Average VP9
(Without 2023)

Afghanistan - - - - - - - - - 727] 714 500 357] 326 324]
Algeria - - - - - - - - - - - - - - 13.8 - 09 09
Armenia - - - - - - - - - = 5.5 -| 486 67 | 467 ‘ 279 85 %2
Azerbaijan - - = - - - = - - - 143 85| 726 173 358 181 104 99
Bahrain - = = - - = = - - = = 2 - = 36 - 02 02
Belarus - = = = B = = = - = - = - 67| 109 9.0 17 12
Brazil - = = = - = = = - = 13.1 16.2 - 26.0 124 184 54 45
Burkina Faso - - - - - - - - - - - - 27.9 11.5 397 428 76 53
Cameroon - - = = - - = = = - = = - 42 36 E 0.5 05
Central African Republic - - - - - - - - - - - - - | 407 36 29.9 4.6 30
Chad - = = = B s 7T . - — = = - = = - 0.5 0.5
Chile B - i - - - - - -] 58 - | e4 | s 12 09
China 8 2 & B g 5 % E g s 55 54 s & 36 E 09 1.0
Colombia - - = - - - - - - = 174 167 - 4.2 106 35 33 33
Croatia - - = = - = = = - - = = - - 36 - 02 02
Cyprus - - - - - - - - - - - 139 - - - 3i5; 1 09
Democratic Republic of Congo - - - - - - - - - - 79 - - - 36 - 07 0.8
Ecuador - = - = B = - = - = = = - = - 35 02 =
Egypt - - = - A 225 = - - 350 = 454 5 124 = - 77 82
El Salvador = = - = = - - - = - - - L) 4.2 - = 03 03
Ethiopia - » s 2 . - s 2 . - s E -l 716 691 403 113 94
France - = s = - = e = - = - = 82 = N = 05 05
Gambia - - o = — - o = - = = = - - 36 — 02 02
Georgia - - - - - - - - - - - 54 - - - - 03 04
Greece - - = - - - - - - - 55 54 - 84 94 55 21 19
Haiti - = - - - - - - - - - - - - - 35 0.2 -
India - - - - - - - - - - - |1285 176 | 206 190 340 75 57
Indonesia = - = - - - = - - = = = 75 94 N E 11 11
Iran - - - - - - - - - - 125 a5 187 101 9.0 3 34
raq - - - - - - - - 787 387 634 721 637 715 521 333 320
Israel - = - - - = - - 6.1 - 8.8 139 11.0 134 94 - 39 42
Jordan - - - - - - - - 6.1 53 - - - - - 9.0 13 08
Kazakhstan - - = = - - = - - - = - - - 36 | 35 04 02
Kenya = - = = = - = - N = = = - = 36 = 02 0.2
Kosovo - - - - - - - - - - - - - 4.2 - - 03 03
Kyrgyzstan - - - - - - - - - - - 85 - - 36 = 08 08
Lebanon s 2 & B s 5 % = 97 53 88| 203 a5 9.8 57 8.1 4.8 4.6
Libya - - - 63 - 258 - 69| 388 278 | 508 | 753 | 811 4.2 106 = 205 | 218
Mali - - - - 65 - - - - - 184 -| 536| 286 429 485 124 100
Mauritania - - - - - - - - - - - - - - 147 - 09 1.0
Mexico - - - - - - - - - - 88 - -| 479 244 259 67 54
Moldova - = - = B = - = - = = = - = 94 = 06 06
Morocco - = . b - = = u - - = = - 479 333 ‘ 28.0 6.8 54
Mozambique - - - - - - - - - - - 54 - 214 6 8.1 24 20
Myanmar - - - - - - - - 6.1 - - -| 385| 592 85.5 | 174 12.9
Niger - = s = - < — . - . o -1 419 94| 232 l 55 50 50
Nigeria - = G = E i G m - -| 236 - [N236 = 36 245 47 34
North Korea - - - - - - - - - - - - - 4.2 36 5i5, 08 0.5
Oman - - = - - - - - - - - - - 124 94 55 17 15
Pakistan - - 788 | 463 42| 217 54 5, -| 239 221
Palestine - - - - - - - - 6.1 189 | 659 | 310 170 | 541 30 ‘ 53.1
Philippines - - - - - - - - - - - - -] 126 - 35
Romania - = = - - = = - - = = 54 - = B 81
Russia - - - - - - - - - 329 436
Saudi Arabia - - - - - - 726 | 276 480 269 212
Solomon Islands - - - - - - - - 4.2 - -
Somalia - | 400 = o3 441 217 220 N - - 9.2
South Korea - - = = - - = - = 57 =
South Sudan - = . . 6.5 = = - - = = = - = = -
Sri Lanka - - - = - - - - - - - [T - = o E
Sudan 400 = % B s 8.1 77| 109 s = = = = = = 56.3
Syria - - - - - - - - -] 86| 747] 883 739 716] 650
Taiwan - - = = - = = = - - e = - - 36 -
Tajikistan - B - E - - E E - < B = - -] 300] E
Thailand - = = E - - - = - 53 - - - - = -
Trinidad and Tobago - - - - - - - - - - 55 - - - - -
Turkey - & = = - = = - | 546 364 | 349 | 463 | 436 | 378 | 324 ‘ 29.7
Uganda - - - - - - - - - - - - 145| 118 36 -
Ukraine - 2 & - - 2 3 - - -| 357 | 383 | 550 409 8
United Arab Emirates - - - - - - - - - -l 55 - S| 67 272 -
United States - - o & — - o = - = = - | 42 36 -
Venezuela - - - - - - - - - - 88 85 - - - -
Yemen - - - - - - - 718 | 810
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29 #1: £29

|24X|~(Drone Threat Index, DTl)-Average 7|Z2Z HE

Country 2008 2009 | 2010 | 2011 | 2012 | 2013 | 2014 2023 | Average  AVerage
(Without 2023)
Yemen = =
Pakistan = =
Syria = =
Iraq = -
Afghanistan - -
Somalia - 400
Ukraine = =
Libya - -
Turkey - -
Myanmar - - . - - i g &
Palestine - - - - - - = 6.1 189 | 659 | 310 170 | 541 317 53.1 174 15.0
Saudi Arabia & - - - - = 69| 123 84| 501 726 | 276| 480 269 212 171 16.8
Mali - - - 65 - - - - - 184 -| 536 286 429 485 124 10.0
Ethiopia - - - - - - - - - - - - | 69.1 403 13 94
Azerbaijan @ - = o = = = = n 143 85 268 173 | 358 18.1 104 9.9
Armenia - - - - - - - - - 5.5 -| 486 67 | 467 249 85 12
Sudan 400 - - - 8.1 77| 109 - - - - - - - 56.3 01 44
Egypt 5 = = -] 225 = = BEEE | 44| 75] 124 = = 77 82
Burkina Faso - - - - - - - - - - -] 279] 115] 397] 428 76 53
India = = = o - = - o = = 285 17.6 206 19.0 340 45 S
Morocco - - - - - - - - - - - <[ 479 333] 280 68 54
Mexico o = = = = = = = = 8.8 = o 47.9 244 ‘ 259 6.7 54
Brazil = = = o = = = = = 13.1 16.2 = 26.0 124 | 184 54 45
Niger & 2 = & = = & & = = = 419 94 232 ‘ 55 50 50
Lebanon = = = = = = = o 53 88| 203 a5 98 bl 8.1 4.8 4.6
Russia = = = o = = = o = = = = - 329 436 48 22
Nigeria & = = & = = u u -] 236 -| 236 = 36 24.5 47 34
Central African Republic - - - - - - - - - - - - | 407 36 29.9 4.6 30
Israel % =2 & 2 = = & 6.1 2 88 129 11.0 134 94 = 39| 4.2
Iran & 2 @ & = “ = & 2 < 125 95 187 101 9.0 3.7 34
Colombia = = = o o = i = = 174 | 167 o 4.2 106 35 33| 33
United Arab Emirates & = = & = = & & = 55 = & 67 | 272 ‘ = 2.5 26
Mozambique - - - - - - - - - - 54 - 214 36 8.1 24 20
Greece = = = = 2 i = = = 5.5 54 = 84 9.4 55 21 1.9
Tajikistan = = 2 = = - - = = E = = - 300] = 19 20
Uganda e = 5 e o = = = a 5 o 145 118 36 o 19 20
Oman 5 2 = s 2 = = g s = E 2 124 94 55 {7 15
Belarus 5 2 = o = = = o = = = o 67 109 9.0 T 12
Jordan = = = o 5 = n 6.1 53 - m - = - 9.0 13 08
United States - * = - < = @ = < < = 123 42 36 = 13 13
Chile - - - - - - - - - 55 - - 84 - 55 12 09
Cyprus - - - - - - - - - - 13.9 - - - 35 1 09
Venezuela & = = & = = - = = 88 85 = = = = 11 12
Indonesia = - - - - = - @ - = = 75 94 z - 11 T
Philippines - - - - - - - - - - - - 126 - 35 1.0 08
Mauritania - - - - - - - - - - - - - 147 - 09 1.0
China - - - - - - - - - 55 54 - - 36 - 09 1.0
Algeria - - - - - - - - - - - - - 138 - 09 09
Romania = = = = o - = = c = 54 - & = 81 08 04
North Korea = = = o = - = = = = = = 4.2 36 55 08 0.5
Kyrgyzstan & = e & = = = & 2 = 8.5 = & 3.6 & 08 0.8
Democratic Republic of Congo - - - - - - - - - 79 - - - 36 - 07 08
Sri Lanka ® = = ® = = = o = -| 107 2 = = & 07 07
Moldova o = = o = = = o = = = e = 94 = 0.6 0.6
France = = = o = = = = = = E 82 = = = 0.5 0.5
Cameroon & = = & = = & & = = & & 42 3.6 = 0.5 0.5
Chad o) - = o) - Wl » = - = = B - = = 0.5 0.5
Kazakhstan = = = 2 = = = 2 2 = a = = 36 35 04 0.2
South Sudan & = & 6.5 S = = & 2 = = & = S & 04 04
South Korea = = e o = = e & = = = = = 57 = 04 04
Trinidad and Tobago - - - - - - - - - 55, - - - - - 03 04
Georgia - - - - - - - - - - 54 - - - - 03 04
Thailand = = = = = z & = 53 = = o = = = 03 04
El Salvador & = = & = = & & = = = & 42 = = 03 03
Kosovo = = = = = = = = - = = = 42 = = 03 03
Solomon Islands = = = & = = - = = = = = 42 = = 03 03
Bahrain = - = - - - E = - - = = DD - 02] 02
Croatia = = & & = = - & = = - = = 36 = 02 02
Gambia s = = g = - = g = = = = = 36 = 02 02
Kenya = - = = = = - = - = = = = 36 = 0.2 02
Taiwan = = = = = = m = = = m = = 36 - 02 02
Ecuador & 2 = & = = 2 & 5 = - e z = 35 02 z
Haiti - - - - - - - - - - = - - = 3.5 02 -
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ol 2 1 E=EQ

|24X|~(Drone Threat Index, DTI)-=71E Lol =

o= Xz

(= T —T T — o=
Average
Country 2008 2009 2010 2011 2012 2013 2014 | 2015 | 2016 | 2017 | 2018 | 2019 | 2020 & 2021 2022 2023 |Average N
(Without 2023)
Afghanistan = - . - - - - « - 727 714 500 357 326 324]
Algeria - - - - - - - - - - - - - - 13.8 = 09 09
Armenia s = = = s = = e s < 55 -| 486 67 | 467 ‘ 209, 85 72
Azerbaijan - - = - - - = - - - 143 85| 726 173 358 181 104 99
Bahrain 2 = = = 2 = - = 2 = = = 2 = 36 = 02 02
Belarus - - - - - - - - - - - - - 67 109 9.0 17 12
Brazil - - - - - - - - - - 131 162 -| 260 124 184 54 45
Burkina Faso - - - - - - - - - - - - 219 115 [Es 428 76 53
Cameroon = 5 = 5 = o o = o - = = o 4.2 36 = 0.5 0.5
Central African Republic - - - - - - - - - - - - - | 407 36 299 4.6 30
Chad & = = & & = i = o g = = o & s = 0.5 0.5
Chile = = - = s - - - 5 . 5 = = 84 - 5i5) 12 09
China B 2 # L B = = = = = 515 54 = = 36 = 09 1.0
Colombia & 5 s @ G = - & o = 174 | 167 o 4.2 106 35 23 33
Croatia = = = = = = = & = = = = o = 36 | = 02 02
Cyprus & = & = e - = & = = = 13.9 e = & 35 11 09
Democratic Republic of Congo - - - - - - - - - - 79 - - - 36 - 0.7 0.8
Ecuador = = = = = = = - = = = = = = = 35 02 =
Egypt & = = = & 225 = o = 350 - | 454 75, 124 = = 7 82
El Salvador = - - - = - - - - = - - = 42 - - 03 03
Ethiopia 5 = - = 5 5 - = 5 : - = - 716 691 403] 113 94
France = = z = = - = = = = = s 82 = = = 0.5 0.5
Gambia - - - - - - - - - - - - - - 36 - 0.2 0.2
Georgia - - - - - - - - - - - 54 - - - - 03 04
Greece - - - - - - - - - - 55 54 - 84 94 55 21 19
Haiti = = = = o = - = = = = = = = = 35 02 =
India & = s e & = = = & 2 = 285 17.6 206 19.0 340 7S 5.4
Indonesia = = = = o - = - o = = = 7.5 94 = = 11 10
Iran 2 = : = ® = = £ ® = = 12.5 9.5 18.7 10.1 9.0 37 34
Iraq = - - - - - - -[To2a| 787| 387| 634 721 e37] 715| 21| 333 320
Israel o 2 = = 5 2 E = 6.1 = 88 129 11.0 134 94 = 39 4.2
Jordan =l| = = z & = = & 6.1 53 13| 08
Kazakhstan = = = = = - = = = = 04 02
Kenya = = = = & = = - = = 0.2 0.2
Kosovo & = & = & = = - = = 03 03
Kyrgyzstan = - - - = - - - = n 08 08
Lebanon 2 = 3 = s = 3 & iy 53 48 46
Libya < = = 63 = 258 = 69| 388 278 20.5 218
Mali - - - - 65 - - - - - 124 100
Mauritania 5 = = = 5 = = & & = 09 10
Mexico = & = = = 2 = o o - 6.7 54
Moldova = = - = o 5 - = = = 06 06
Morocco & = = & = = = = = = 6.8 54
Mozambique - - - - - - - - - - 24 20
Myanmar - - - - - - - - 6.1 - 174 129
Niger - - z - : - = - - - 50 50
Nigeria - - - - - - - - - - 47 34
North Korea o = 5 = o = = - o = 0.8 0.5
Oman = = = = = = - = = - 17 1.5
Pakistan = = 788 | 463 412
Palestine & & g & & = = = 6.1 189 174 150
Philippines - - - - - - - - - - 1.0 0.8
Romania | s = = = g = c = g = 08 04
Russia & = i = & = = & = o 48 22
Saudi Arabia = 2 z . 5 5 S| 9] 123 84 216 269 | 174 | 168
Solomon Islands 5 2 z = & = = & 5 5 = - e 4.2 = = 03 03
Somalia - 400 S s3] aan| 27| aa|T8e0| 825 | 483 512 220 > = - 92| 315 330]
South Korea = = - = = 5 - = = = - = = = 57 = 04 04
South Sudan & = = e 6.5 2 = . = = = = e = = = 04 04
Sri Lanka = - = - o - = - o - -| 107 - - = E 07 07
Sudan 400 - - - - 81 77| 109 - - - - - - - 56.3 77 44
Syria = - = - : - = - | 826 747| 883 915] 739 716] 650| 342 322
Taiwan = & = G e 5 = = = = = = = = 36 = 02 02
Tajikistan - - - - - - - - - - - - - - 300] - 19 20
Thailand o) - = = o) - = = = 53 = = o - = = 03 04
Trinidad and Tobago = = = = 2 = = = 2 2 5.5: B = 2 = = 03 04
Turkey - - - - - - - -| 546| 364| 349| 463 436| 378 324 207| 197 191
Uganda o = = = e = = = o = = = 145 118 36 = 19 20
Ukraine 5 = = & & = = & & -| 357| 383 | 550 409 230 [ 17.8 ‘
United Arab Emirates = & g & & = e & = & 55 = s 67| 272 ‘ = 2.5 26
United States e = = & e = o m = = o m 123 4.2 36 = 13 13
Venezuela & 2 = = & > = - & 5 88 85 s s = = 1.1 12
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4, Questionnaire for expert evaluation of drone threat index

Request for Expert Evaluation Related to the

Development of the Drone Threat Index

Kim, Hyungsuk

(Ph.D. candidate in the Department of Defense Industry at Kwangwoon University,
Seoul, Republic of Korea)

In the process of writing my doctoral thesis, | have developed a
Drone Threat Index (DTI) and am seeking expert opinions for an
objective evaluation. Based on the following materials, please
provide your insights on the DTI's usefulness, value, issues, and
potential improvements in the index development process, as well
as any other comments. These will be applied to the research to
develop a better DTI.

Your valuable opinions can be submitted using the form at the
end of this material, via email to [kimhsOl@gmail.com], or by text
message to (+82)(0)10-3710-6003. Thank you in advance.

1. Overview

Despite the escalating threat posed by drones, methods to quantify
the level of threat remain limited. Past research has focused on a
mere dozen cases to explore response strategies or analyzed around a
hundred incidents of drone terrorism. Such tendencies in research
were due to the limitations of publicly available drone-based threat
data.
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To overcome these issues, this study, supported by ACLED (Armed
Conflict Location and Event Data Project), has spatially and temporally
analyzed the most extensive data set of 13,645 drone-based threat
incidents. Through this analysis, we propose a Drone Threat Index
(DTI) that quantifies the level of threat posed by drones.

The ACLED, located in Wisconsin, USA, has been collecting data on
conflicts, clashes, violence, and protest events from over 100 countries
since 2014, based on public information. This dataset includes details
on the type of violence, the actors involved, locations, and other
situational specifics, with over 9 million records dating back to
January 1, 1997.

In this research, we conducted a keyword search for ‘Drone, UAV,
UAS" and downloaded 13,645 records of data from August 28, 2008,
to September 30, 2023. The data primarily consist of drone-based
direct attacks, shoot-downs, crashes, and reconnaissance operations.
Drone-based threats were occurring in 73 countries worldwide, with
concentrated occurrences in the Russia-Ukraine war, the civil wars in
Syria, Yemen, and Myanmar, and the conflicts in Gaza, Israel,

From the collected data, we conducted a study to develop the
Drone Threat Index (DTI) based on the number of drone-based
threats, fatalities, and injuries by year and country. The DTl can serve
as a tool to quantify the threat of a specific weapons system like
drones. It allows us to ascertain the reality and trends of drone-based
threats, not just through a simple analysis of threat incidents.
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2. Method and Results of Constructing the Drone Threat Index (DTI)

Globally, there are various indices related to threats, such as the
Global Terrorism Index (GTI), which quantitatively assesses the threat
level of countries based on the number of terrorist attacks, fatalities,
injuries, and property damage, and publishes annual rankings.
Similarly, the Cyber Threat Index (CTI) evaluates the level of cyber
attack risks for countries based on the frequency and damage of
cyber attacks. The Fragile State Index (FSI) assesses risks and
vulnerabilities faced by nations through 12 indicators, ranking 178
countries annually.

In this study, we similarly developed the Drone Threat Index (DTI)
using annual and national data on drone-based threat incidents,
fatalities, and injuries. The characteristics of these incidents, deaths,
and injuries are closely linked to the national context of conflicts and
civil unrest, leading to a distribution that does not follow a normal
curve due to high occurrences in some countries and low in others.

To address the skewed distribution and variance, we applied a
logarithmic transformation to the frequencies to mitigate extreme
values, followed by Min-Max Scaling to normalize the data range
between 0 and 1. This improved distribution distortions and enhanced
analysis accuracy and reliability.

Next, we calculated the maxima and minima of drone threat events,
fatalities, and injuries across all 73 countries, considering it more
rational to reflect a global perspective rather than differentiating
maxima and minima annually for individual countries affected by
drone threats.
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After standardizing the frequency, fatalities, and injuries for each
country by year, weights were assigned. While weighting is a critical
element researched with expert panel support, initially, we assigned
40% each to the number of drone threats and fatalities and 20% to
injuries, based on the principle that the total should be 100%. The
resulting weighted figures were then summed to calculate the annual
national DTl which was converted to a 0-100 scale for easier
perception.

The calculations were carried out using Excel, resulting in <Table 1>
as shown below,

<Table 1> Summary of the Process for Constructing the Drone Threat Index (DTI)

# Main Task Result
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After calculating the threat index, the DTI for all 73 countries in
2022 was represented on a map with varying shades of color and
numbers, as shown in <Figure 1> below.

<Figure 1> Drone Threat Index (DTI) by Country for the Year 2022

Upon reviewing the 2022 DTI, high indices were observed in war-torn
Ukraine (97.77) as well as in Myanmar (89.19), Yemen (81.02), Syria
(71.56), and Irag (71.56), countries with ongoing instability. South Korea
and North Korea, which experienced North Korean drone airspace
violations, also recorded DTIs of 5.75 and 3.63, respectively.

The index changes for countries with a DTl above 10 up to 2022 are
depicted in <Figure 2> below, and the complete data is included in
the appendices.
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<Figure 2> Index Changes of Countries with an Average DTl Above 10 up to the
Year 2022

In this study, the developed DTl serves as a tool to quantify the
threat of drones as a specific weapon system. It moves beyond
qualitative analysis, which typically categorizes drone-based threats as
either severe or negligible in a country, providing a quantitative
representation instead. This approach can inform decision—-making
regarding the level of counter-drone equipment needed for missions
in specific countries,

However, this research had certain limitations. The first pertains to
the arbitrary assignment of weights in the DTI calculation method. In
this study, weights of 40% for the number of drone threats, 40% for
the number of fatalities resulting from drone threats, and 20% for the
number of injuries were assigned. This decision was based on the
consideration that drones are used not only in hostile activities but
also in information gathering, surveillance, and reconnaissance,
Therefore, the mere presence of drones can pose a significant threat,
Future research should delve into a more in-depth examination of the
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methodology for setting such weights.

The second limitation concerns the need for quantifying and
incorporating national drone technology in DTl calculation, The DTI
presented in this study is based on the number of drone-based
threats and the resulting casualties. However, additional quantification
of the level of drone technology on a national basis could enhance
the DTI. By doing so, it would be possible to quantify the threat
levels and the extent of threatening activities based on the operator
of the drone. This, in turn, could enable various quantifications such
as lethality, threat levels, etc., for different nations, organizations, and
regions. Through quantitative analysis, it would be possible to assess
the capabilities of different nations and organizations in terms of
causing drone-based threats, as well as to analyze aspects related to
national threats, drone technology, and drone operation.

Thank you for reading this lengthy document. | would appreciate
your expert opinion on the Drone Threat Index based on these
research results. Feel free to record any thoughts that come to mind
while reviewing the research content. Your feedback will be used to
continue more effective research. All opinions will be kept anonymous,
so there is no need to include your name or position. Thank you
again.

November 13, 2023

Kim, Hyungsuk
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Evaluation of the Drone Threat Index

Affiliation Position Name

Category Comments

The necessity or
value of the
Drone Threat
Index

Problems with the
applied
development
method, direction
for improvement

Matters requiring
additional analysis
or inclusion

Usefulness in
practice

Other comments
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Appendix #1: Drone Threat Index (DTI) - Sorted by Average

Country 2008 2009 | 2010 | 2011 | 2012 | 2013 | 2014 Average
(Without 2023)
Yemen = &
Pakistan = =
Syria - -
Iraq - -
Afghanistan - - - 9 y . 2
Somalia - | 400 il 441 21.7 471 | 860 | 825 483 | 512 | 220 - - - e 315 330
Ukraine = = = = = = = = - 357 383 s550] 409 [[978] 1000] 230 178
Libya o = 63 o 258 s 69| 388 278 | 508 | 753 | 811 4.2 106 - 20.5 218
Turkey = = = = = = -| 546 364 | 349 | 463 | 436 | 378 324 297 1971 19.1
Myanmar = = = & = = - 6.1 = = = 385 59.2 855 174 129
Palestine & = = & g = o 6.1 189 | 659 | 310 170 | 541 317 53.1 174 15.0
Saudi Arabia = = - = o — 69| 123 84| 501 726 | 276 | 480 269 212 171 16.8
Mali - = = 65 = = = s 184 -| 536 286 429 485 124 10.0
Ethiopia - - - - - - - - - - - - | 69.1 403 13 94
Azerbaijan @ - = o = = = = n 143 85 268 173 | 358 18.1 104 9.9
Armenia - - - - - - - - - 5.5 -| 486 67 | 467 279 85 2
Sudan 400 - = o) 8.1 T 109 = - = = o - = 56.3 il 44
Egypt - - - -2 - - -] 350 -| 454 75| 124 - - T 82
Burkina Faso & = = & 5 = u : 5 - |2 115 1397 ‘ 4238 7.6 b3
India o = = e = = e = -| 285 176 | 206 190 340 .5 5.7
Morocco = = E s = = e = = e -| 479| 333 ‘ 280 6.8 54
Mexico & z = 5 = . & = 88 = - | 479 244 ‘ 259 67 54
Brazil i 5 = P o = n n 155 162 -| 260 124 184 54 4.5
Niger - ® = - = = = < < - 419 94 | 232 ‘ 55 50 50
Lebanon - - - - - - - 7 53 88| 203 95 9.8 57 8.1 48 46
Russia 5 = = 5 5 2 = 5 5 = z > - 329 436 48 22
Nigeria - - - - - - - - -] 236 -] 236 - 36 245 47 34
Central African Republic - - - - - - - - - - - - | 407 36 29.9 4.6 30
Israel 2 = & 2 = = & 6.1 = 8.8 13.9 11.0 134 94 E 319 42
Iran “ 5 & o S = = = = 125 95 187 101 9.0 BT 34
Colombia e = = @ = z i = 174 | 167 e 4.2 106 35 33 33
United Arab Emirates & = = & = = & = 55 = & 67 | 272 ‘ = 2.5 26
\ i = = = = - = = - = 54 - 214 36 81 24 20
Greece = = = = o o = = 5.5i 54 - 84 9.4 55 2 1.9
Tajikistan - - - - - - - - - - - - 300] - 1.9 20
Uganda - - - - - - - - - - - 145 118 36 - 19 20
Oman - - - - - - - - - - - - 124 94 55 17 1
Belarus = = = o = = = = = = = = 67 109 9.0 17 12
Jordan = = = o = = = 6.1 53 = = = = = 9.0 13 08
United States & 2 = & = = & & = = & 123 42 3.6 = 13 13
Chile = = = = = = = o = 55 = o 84 = 55 12 09
Cyprus & = = = = = = i 2 = 13.9 = = = 35 1 09
Venezuela & & e & & = = . = 88 85 & & = = 11 12
Indonesia = = & & = = - & = = - 75 94 = = 11 11
Philippines S = e 5 = = = 8 s = e 2 126 = 355 1.0 08
Mauritania & = = o = 2 = = = = < = - 147 = 09 10
China - - - - - - - - - 55 54 - - 36 - 09 1.0
Algeria - - - - - - - - - - - - -| 138 - 09 09
Romania = & = = o - = = = = 54 S = 81 08 04
North Korea = = = e = = = = = = = = 4.2 36 55 08 05
Kyrgyzstan - - - - - - - - - -] 85 - -] 36 - 08 08
Democratic Republic of Congo = g : 5 5 = - = -1 79 2 = NEE g 07 08
Sri Lanka 2 = & g = = & 2 = - 107 % = = 2 07 07
Moldova s & - & e “ = = 2 = = & = 94 = 06 06
France = % = = = = m = = = m 82 = = = 05 05
Cameroon & 2 = & > = - & 5 = - s 4.2 36 s 05 05
Chad - - - - - T - - - - - - - - - 0.5 0.5
Kazakhstan = = = = 5 - = = = - = = = 36 35 04 02
South Sudan & = e 6.5 2 = . = = = = = = 5 = 04 04
South Korea ° = - ° - = - o = = = = = 57 E 04 04
Trinidad and Tobago - - - - - - - - - 55 - - - - - 03 04
Georgia o = = o = = = o = = 54 o = S 5 03 04
Thailand e = = & = = = = 33 = = o = : e 03 04
El Salvador & = z & = = & & = = = & 42 5 = 03 03
Kosovo = = = = = = = = - = = = 42 = = 03 03
Solomon Islands = = = = = = - = = = = = 42 = = 03 03
Bahrain & - = & - = - = s - 2 e = 36 = 02 02
Croatia 5 - - = - = - - - = E = - 36 - 02 02
Gambia - - = - - - - - - - E - - 36 E 0.2 0.2
Kenya - - - - - - - - - - - - - 36 - 0.2 0.2
Taiwan e - = P o = = o = = = = - 36 = 02 02
Ecuador = = = s = = & = = = = = z z 35 02 =
Haiti = = = = = = = o = = = = = = 35 02 5
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Appendix #2: Drone Threat Index (DTI) — Sorted by Alphabetical order

Country 2008 | 2000 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016 | 2017 | 2018 | 2019 | 2020 | 2021 2022 | 2023 Average V<%
(Without 2023)
Afghanistan = - . - - - - « - 727 714 500 357 326 324]
Algeria - - - - - - - - - - - - - - 13.8 = 09 09
Armenia s = = = s = = e s < 55 -| 486 67 | 467 ‘ 209, 85 72
Azerbaijan - - = - - - = - - - 143 85| 726 173 358 181 104 99
Bahrain 2 = = = 2 = - = 2 = = = 2 = 36 = 02 02
Belarus - - - - - - - - - - - - - 67 109 9.0 17 12
Brazil - - - - - - - - - - 131 162 -| 260 124 184 54 45
Burkina Faso - - - - - - - - - - - - 219 115 [Es 428 76 53
Cameroon = 5 = 5 = o o = o - = = o 4.2 36 = 0.5 0.5
Central African Republic - - - - - - - - - - - - - | 407 36 299 4.6 30
Chad & = = & & = i = o g = = o & s = 0.5 0.5
Chile = = - = s - - - 5 . 5 = = 84 - 5i5) 12 09
China B 2 # L B = = = = = 515 54 = = 36 = 09 1.0
Colombia & 5 s @ G = - & o = 174 | 167 o 4.2 106 35 23 33
Croatia = = = = = = = & = = = = o = 36 | = 02 02
Cyprus & = & = e - = & = = = 13.9 e = & 35 11 09
Democratic Republic of Congo - - - - - - - - - - 79 - - - 36 - 0.7 0.8
Ecuador = = = = = = = - = = = = = = = 35 02 =
Egypt & = = = & 225 = o = 350 - | 454 75, 124 = = 7 82
El Salvador = - - - = - - - - = - - = 42 - - 03 03
Ethiopia 5 = - = 5 5 - = 5 : - = - 716 691 403] 113 94
France = = z = = - = = = = = s 82 = = = 0.5 0.5
Gambia - - - - - - - - - - - - - - 36 - 0.2 0.2
Georgia - - - - - - - - - - - 54 - - - - 03 04
Greece - - - - - - - - - - 55 54 - 84 94 55 21 19
Haiti = = = = o = - = = = = = = = = 35 02 =
India & = s e & = = = & 2 = 285 17.6 206 19.0 340 7S 5.4
Indonesia = = = = o - = - o = = = 7.5 94 = = 11 10
Iran 2 = : = ® = = £ ® = = 12.5 9.5 18.7 10.1 9.0 37 34
Iraq = - - - - - - -[To2a| 787| 387| 634 721 e37] 715| 21| 333 320
Israel o 2 = = 5 2 E = 6.1 = 88 129 11.0 134 94 = 39 4.2
Jordan & = = z & = = & 6.1 53 13| 08
Kazakhstan = = = = = - = = = = 04 02
Kenya = = = = & = = - = = 0.2 0.2
Kosovo & = & = & = = - = = 03 03
Kyrgyzstan = - - - = - - - = n 08 08
Lebanon 2 = 3 = s = 3 & iy 53 48 46
Libya < = = 63 = 258 = 69| 388 278 20.5 218
Mali - - - - 65 - - - - - 124 100
Mauritania 5 = = = 5 = = & & = 09 10
Mexico = & = = = 2 = o o - 6.7 54
Moldova = = - = o 5 - = = = 06 06
Morocco & = = & = = = = = = 6.8 54
Mozambique - - - - - - - - - - 24 20
Myanmar - - - - - - - - 6.1 - 174 129
Niger c - = - z - = - B - 50 50
Nigeria - - - - - - - - - - 47 34
North Korea o = 5 = o = = - o = 0.8 0.5
Oman = = = = = = - = = - 17 1.5
Pakistan - = 788 | 463 412
Palestine & & g & & = = = 6.1 189 174 150
Philippines - - - - - - - - - - 1.0 0.8
Romania s = = = g = c = g = 08 04
Russia & = i = & = = & = o . 48 22
Saudi Arabia = = = = o i = 6.9 123 84 276 269 212 174 | 16.8 ‘
Solomon Islands 5 2 z = & = = & 5 5 = - e 4.2 = = 03 03
Somalia - 400 S s3] aan| 27| aa|T8e0| 825 | 483 512 220 > = - 92| 315 330]
South Korea = = - = = 5 - = = = - = = = 57 = 04 04
South Sudan & = = e 6.5 2 = . = = = = e = = = 04 04
Sri Lanka = - = - o - = - o - -| 107 - - = E 07 07
Sudan 400 - - - - 81 77| 109 - - - - - - - 56.3 77 44
Syria = - = - : - = - | 826 747| 883 915] 739 716] 650| 342 322
Taiwan = & = G e 5 = = = = = = = = 36 = 02 02
Tajikistan - - - - - - - - - - - - - - 300] - 19 20
Thailand o) - = = o) - = = = 53 = = o - = = 03 04
Trinidad and Tobago = = = = 2 = = = 2 2 5.5: B = 2 = = 03 04
Turkey - - - - - - - -| 546| 364| 349| 463 436| 378 324 207| 197 191
Uganda o = = = e = = = o = = = 145 118 36 = 19 20
Ukraine 5 = = & & = = & & -| 357| 383 | 550 409 230 [ 17.8 ‘
United Arab Emirates = & g & & = e & = & 55 = s 67| 272 ‘ = 2.5 26
United States e = = & e = o m = = o m 123 4.2 36 = 13 13
Venezuela & 2 = = & > = - & 5 88 85 s s = = 1.1 12
Yemen = 5 = o = = = 4
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