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ABSTRACT

A Study on the Way Heading Towards the Future of
National Defense Drones Based on the Analysis of Modern

Combat Cases

PARK, Jongsu
Dept. of Defense Acquisition Program

The Graduate School Kwangwoon University

The purpose of this study is to select and present the necessary
technologies required for the development of defense drones by analyzing
drone operation patterns and drone weaponization technology trends.

As a result of the study, the drone operation method in modern combat
was established into 19 operation aspects and countermeasures for each
were devised. In addition, drone weaponization technology was analyzed and
16 core technologies were selected, and the necessity of selecting drone
technology and ways to utilize it were presented. The necessity of selection
is to reflect the technology required for drone weaponization in core
technologies so that it can be used as basic data for drone research and
development and to contribute to the efficient operation of the defense R&D
budget. The plan for utilizing the required technology is to reflect it in

government policies or in documents related to technology development from

— il —



various research institutes. For example, it is reflected in national defense
power documents such as the Defense Science and Technology Innovation
Basic Plan (Ministry of Defense, every five years, F+1~F+15) and the
Defense Technology Plan (DAPA, every year, F+1~F+15). Three measures
were proposed, including reflecting it in the defense technology research and
development project (DAPA), which deals with core technologies with the
defense R&D budget.

Lastly, I looked into the development trends and commercialization of the
technology in each stage of drone protection system detection
-identification—neutralization. Among them, the importance of algorithm
learning data was presented through analysis of the experimental results of
the Al-based drone identification algorithm, which is the core technology for
identification, which is the most important identification technology in the
protection system, and ways to respond to the limitations of the drone
protection system were explored.

Since the paper mainly deals with recent situations, it had limitations in
data collection and qualitative analysis based on combat cases. However, the
operational aspects of drones performing reconnaissance and attack missions
were established through drone combat cases that were not covered in
existing studies, and the drone technology required for the development of
national defense drones was selected based on drone operation aspects and
drone technology trends. In addition, the importance of Al algorithm learning
data was presented by analyzing the Al-based drone image identification

algorithm within the drone protection systems, and the results underlined
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ways to address the limitations of the drone protection system.

Thus, future research need to apply a research design that mixes
quantitative analysis through a survey that take into account the
accumulation of related research results and the expansion of experts.

I look forward to further research on the technologies required for the
development of national defense drones and the limitations and

countermeasures of the drone protection system.

Keywords : Drone Combat Cases, Drone Operation Patterns, Drone
Weaponization Technology, Technology required to
develop National Defense Drones, Drone Protection
System, Drone Detection /Identification /Neutralization,

Al-based Drone Image Identification Algorithm
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Table 2-2. Status of drone combat cases considered in this paper (14 cases in total)
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Ababil-2 Drone
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Figure 2-13. Ababil-2 drone
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Figure 2-14. X tender drone
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Figure 2-15. Rotem L(Light) Drone
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Figure 2-16. Rooster Drone
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Figure 2-17. Matrix—600 Drone
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Figure 2-18. MQ-9(Reaper) Drone
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Table 2-4. Classification of military roles of drones
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Table 2-5. Drone operation aspects established by mission (total 19)
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Table 2-6. Comprehensive chart of operation patterns and countermeasures of drones

performing reconnaissance missions

" o X
oL | W T oY Cigos
g BT |gHET | eE
clllic e n
T R B
B [T T =X PEx
ﬂﬁoaﬂo ﬂﬁoaﬂo m_x‘a&o
o w T A | e T A | EE T
o ORE RO N | HORE RO N | R0 KON
| | | | | |
DO i
kR ’
. e N i
oF by . bl
= bt =
édnﬂ < =
2 [hEs | w®
o oy
1X_|‘,.>WAE ™ Zﬁﬂ
= | ® P~
< | W dr% W
TIE S ul P
‘O
| Py 2 w H-
A Y ,;MW = ET
=Y = <]
Jo ~o <]
o) o~ #iy R ~
oo T = B o
SR e uﬂv.ﬂﬂ ==
X omm o = N WF
oy % T | =mw R
~o Et —~ NN = it -
oy X~ TR 0 = B
o | ) ) To
BB T ol B | RO o O
R o X4 o oF Nj X
N Lo I
do BE B RO Ho T %0
Mo | HTF R | i RO | o3 XE
WO | @ Hoer W | & kg W Rﬂmu
i) ™ W o) X T

—

]

H

= o A
bl Abdel Hd

S

&5 e

o2z ol Zufol ol 2w obdel A Al

Al

-(f;l_

A5 ALS

s

T4

s
o
ol
T

o

to

A

| @) o}l TOD A

%

R

+
T

el

!

o
or

N

UO
Ho

™
—_
fite)
)
o}

=y
ol

wr

1—._
0

Ny
H



!
]l

o
) ,*U
R

bl

R}

ko)

A7 st of of

1

R

A7

.]

A
L

=13
=

A, A 2022 12

3]

A

1

Aottt AA, AESA dolt}

e 5o Aae s

flof <
Aol A

o]

Hj ]

AL
00
ﬁc

_70

1o

o

i

me
M

-

ot

@

5

I
Mo

)l

stol &

S

thH

=

=

BT )

=K

il

x4

9/]

-

=1
=

71 7l

]

A
L

AT+ [56] 7F ofm & E wt
Aolth. A4, AHAl vl Elet g & AvtE <

-
1

}

"(VITD, Vector Product Interim Terrain Data)ol 3
[e)

J'

.
-

J'

A
]

=]
RN

W

—

_Zﬂ

2) 97 2 AY HF

o] 20149 o]
2 oF lkm¢] iL%kol] A% 100km A& o= H|

.
To

}

Els
3

ol
o

]

pZS

R

B
o

el
olo
o
__Q..#
oF

of
o)
Do
o
w
my
A

ol

Ho
~



2 AEsA,

el o] A

Al
2

el

3|

o7 "k A s

I
—_
o
_
Mo

A7 . =4, A

=i}
=~

3 TAANAL EY A Y

&l

2

=]
T

ol

o
o

A o

& 39 WEE FAH e Fr ALEY

. [57] Wepy BeEae

7}

do] 3ttt

=
[e)

A, RF 2792 =&0]

A

L
T

7ol A

—_
o

]

To-

A %3

= &4

5

o Eag 73

A

==
=

bol 2 =23t

WAl s

SEE]

F 3]

5]

1=15
=

=y

HoAE S 7 4@ Al

&

914

EVAS o Ry

=
=

1.57GHz)

W

o

)

ol

= MAV LINKI) §2157oF

3|

&



)
~

oy

T
O
g
el

o
G

o O
1=

Al A

3l

0

=K

s

~
;OO

Ho

A AL G 28

H Aol

PN
T

ol

—

_T
Mo

&}l =]

2-59 A A A

2

ok
o

—_
fite)

A-4~A-7)3} 2,

A g

3

%

&

% relct,

ksl
pul

3E 2-7)oll gk A

A-1~A-3(

s

HC]— )

1 e 97

3]

| EAS 9

]
gl

| Asd) deEo] A%

g

13) Micro Air Vehicle Link : 22427} A

=4 TRED

=
=



attack mission drones

Table 2-7. Comprehensive chart of operation patterns and countermeasures of
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Table 2-9. Comprehensive chart of operation patterns and countermeasures of drones

performing reconnaissance and attack missions simultaneously
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Table 2-10. Comprehensive chart of operation patterns and countermeasures of drones

performing reconnaissance and attack missions simultaneously
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Table 2-11. Comprehensive chart of operation patterns and countermeasures of

drones performing reconnaissance and attack missions simultaneously
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Table 3-7. Six common core functional technologies (HMI : Human Machine Interface)
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Table 3-11. Required technology for each operation aspect of drones performing
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Table 3-13. Required technology for each drone operation aspect

ko] A
A28 J<
=g 9 =2 98 %4 = 1€%£ T
e 3 14 7
24 7 24 2
ARz 4 25 9 a1 7
A 19 79 16

X 3-14. 28 7|E d3EH AL/ F 1671
Table 3-14. Status of required technologies (excluding duplicates / total 16)

60 5% o4
NN 28 7% Ma(2e TlEe] &8E AR %
1. 398 2 338 7% | R-3, A-3, A-5 C-3, C-9 5
L 2 ooy | 2. BA R 9IS R-2, A-2, A-3, A4, A5, A6, C-1~C9 | 15
3. 9% A A& LD A AT AT A AT AT 16
5 = 2. E9 A V& A-1, A-4, A-7, C-2, C-4 5
- 3. BARG & R-1, R-2, A-5, A-6, A-7, C-1, C-4~C-9 | 12
1. A% 04 7e C-2 1
3. AeAS | 2. AV &9 Je R-1, R-2, A-3, A-6, C-9 5
4. A5 4 7le C-1, C-8 2
4, =39 1. 949 7& R-1, R-2, R-3, A-3, C-3, C-4 6
% ol% 2. 0% % &Y & |C6 1

1. Iz A3A AHER
5 slgkozq | A= A& A2 A5 2
olgjmlo]~ |2, 94 &8 J& R-2, C-1 2
4. 89 J& C-2 1
1. % AA 7€ C-7 1
6. Azd B3 | 2. 2ZEY AA 7|& | C-2 1
3. =49 A4 7N C-5 1
* R(Reconnaissance) : %, A(Attack) : 34, C(Composite) : AZ+34 &3
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Figure 3-19. Status of combat cases operated by individual required technology
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Table 3-15. Current status of domestic technological capabilities and minimum level

element technologies for the six major technologies
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T2 53 A5 3 T2 KISTEP, 2020.)
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I 41 B8 IS AA Vs AR/EE A 7l vla
Table 4-1. Comparison of drone protection system technology and reconnaissance/attack

mission technology

=g 33AA V& 5
e s EEAAIE A% 9% =8| FF Y® =8
i it
ZERE o o
RF =74 o (RF A4 %% =8)
g4 B 8k7}v ) o o
Ex
1;; é]lt]g Zﬂﬂ}d 7]’uﬂ‘j/]' (@) o
=& AA X X
Jep S-ok2 g X X
AR} 2 o o
IE/MEA X o
Hard LRSS X
Kl At A 2]
_ (#le1 A, RF Gun) x *
T =
s} B4 A O (RF Alg & =8)
Soft 8@ Y, =53 O(GPS ol & =& =8)
Kill zE3 &3 oMY TRED BG =)
2] Q. A O(FH GPS 2ZEYo] &8& =8)
HE 4194 FEoZ FA(0)E dA7|Eo e Ay 3% Ay W
T2 WA 75 Bl oF V&S Aoy, V& IAMY 1 HA
Hoks- A A sl AT

=2 8% Aua7E bt e a7t A2 @ e A S
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a7 4-1. M EE WS AA T4
Figure 4-1. Composition of anti—drone technology
(4 ey ‘=2 "y B5E 93 HEEE 7)E 18

gk 7]8k3]), Vol. 69, No. 4, p. 16, 2020.4. [74] )
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Table 4-2. Anti-drone technology classification table

eEs 28 A2 712 M
0| X-band(8~126)2F Ku-band(12~18(H)2 At23I0 EX|
RF A7§d  |C23 ZEX} 719| EAAMSE BA5) C2 =X
sl 9 SX | B AR B MME S FHORLE ARSI SR
T IR 7tH2E IR MME SRSt IS ALRSI0] 2
S8 MA | 28 MM ASARE AMSIH YRS MOt
- S0t AE  [C2 20| I8 AEHSE 9610 ZEAE A
FAeID) A% | AMMS = ZNA Al KSR S5-2Z02 FMA- YA Al
Jg/ME A |122 01850 =Y cEg i
w3= E42| S WIDE FAA SYCES 18
Hard Kill | w28 (28| |HZZet 2742 o2 Zasd =28 #F
@m‘%g'ii 'n) sycze HoHet RF7L MAE Gunoz 1
FH3} 1= S4 MY HIE YISt WdEs MEE HE
FEEEMS.  im mms s vums ws vuzz o
Soft Kill S . =
ZEH 23 |Z2EZS Y amu HE o U S5 A2 23
XQHA | E2o & Ameg 0| GPSO HI2XITS HES UA5I0]
(Geo—-fencing) |EFFHY H]@% 2ot
(4 HARXNA-ASE, Q=L Fner]|E7|FHrEe, 2021-10%, p. 3, 2021. )
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Figure 4-2. Drone detection equipment installation/operation concept
diagram
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4.2.1. Foly
dolt AHg Fupsh ReRs spgel AojAA BAALG dejAe
Aol eelbet Alzgle] =7 AXE, WelE Fah ol wpae] gobd
otk doltel: tad Fus ool
5% 48 SERAG Bol A8HE AL S-del, Xt Ku-td]
o E 43 gEA SEYAC AgHE 48 dolt AFL AE Fu
g

HE gy Ao, % 4-4= YA =9 =E2'A dHold e AT

% 4-3. AHS T g9 EEEHE S deld
Table 4-3. Commercial radar for drone detection by frequency band used

ot | P | compunitro

0|21 RADA [ RPS-42
0|2 Dynetics / GroundAware

~4GH
2 s %3 DroneShield / DroneSentinelRadarTwa
O|=: Detect / Harrier DSR-200d (S &&= X =5/ HE)
O|= Detect / Harrier DSR-200d (S = X = 5/X 2
YI=2IE Robin Radar System / ELVIRA, 3D Flex
Boances YZ2E Thales Netherlands / Squire

b 0|2 Kelvin Hughes / SMS-D

0|2 Gryphon Sensors / SkylLight

O}t DMTSecurity Radar Solutions / c-UAS
2= DroneShield / DroneSentinelRadarOne

<=t Blighter / A4Q00

Ku 12~18GHz
' 0|2 Fortem / TrueViewR30

K 18~27GHz 52 DroneShield / DroneSentinelRadarZero

=2 HEY Bes S dEHEE 7ls d97, 7183, Vol 69, No.
4, p. 16, 2020.4)
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Table 4-4. Drone detection radar performance comparison

| ax3 | 0o | psm200d | EwimA | 30Fex |

=23t B= Oj= HZ= HrEgse
H|Z=A Blighter Detect Robin Robin
S CHE Ku L ® g
B HEAL FRCWY Pulse FrCW FMCWY
Eix|z) 273~15.4km 3 7km 3k 3~5km
== SN 200w FANY A0
piacckgnt | Sms-D | _Gameksoger 160
=7t EESE DE=io) 2= E=
H=AL 1AL ELTA DS Kehin Hugheas Aveillant
=T CHS g x x L
B HiL) Pulse FMCwW Pulse Pulse
EIT|HE] 4~20km 2k~ 1.5km Skm
== S0W AW BOW 2w

(A @ ¥, dAIA, p. 18)

n)

OJ AL MAH2020)= =B ®BAEE d o deldel ¥ A Hes of

g o} o] AAlskaL A
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Time to traverse
Speed (m/s) 1km (s)

ﬂg 94 _—é-l E 94 DJI Phantom 2
it URY @ Parrot AR Drone 6.7 150
A 4-6km  3-5km S

Walkera QR 20 50

- 3-5km 1-4km i ! l 3DR IRIS+ 18 56

= Quantum Nova FPV

= GPS 11 91
@ 2-4km 1-3km - I Skywalker UAV Flying 25 0

wing

£ .
=

a9 4-3. dlojy EE2EA] Ag-EFEed wE g AZk
Figure 4-3. Response time based on radar drone detection distance and speed
(A @ oA, “EE oA &XE 17V, 2019. [76] )

A4, c2¥x 9 7]Folgr & 4 & DJI A" 49 ¥ WA (RCS, Radar
Cross Section)®] 0.01 m2 (10cm x 10cm)elt}. o] Ame] ®x] AEs 2zt7]
A= dolrfel A Abgste ForE Fetsjof gttt o & 59 Ku-Bands
A&t dloltl= 15GHz 7lee= 34 Aol7F (M) = 2cm, X-BandES AH&
s el 10GHz 7lo2 v Zeol7k (A) = 3em AEol=2 RCS7H
10cm x 10cm =7]e] =29 A7l 7hsstth. dolurt &Ad & = 27I(
RCS)= =89 &4, 7hilet A& o, =85 "Xsts wd/4=, 971 34
& 8 ARR Fukg, AR 31 g@le] A7) Tl wel =g

ole] E+= ThSS HlPAE2 RCSE HolFtt
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E 4-5. vpeFst A s RCS(Held T 4)
Table 4-5. RCS of various aircraft

R B-52 F-15 Enfs A DJI Al F-35
- (F47]) (AF71) ("M AFY) | Phantom 4 (="x)

RCS(m’) 100 25 0.5 0.01 0.01 0.005

271 (m) 485 19 6.25 05 0171 15.7

(Z3]: https://www.globalsecurity.org/military/world/stealth-aircraft-rcs.htm [77] / Farlik,
Jan, Miroslav Kratky, Josef Casar, and Vadim Stary, "Multispectral Detection of Commercial
Unmanned Aerial Vehicles”, Sensors 19, no. 7 : 1517, 2019. [78] // A1 A+ A ZHA)
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o}, =gol g MR 4T e ARAIYE Fhask B @
of gAE % oA Wi wol vk w94 AE faAE 20 o) el

Ao g Ao Aol LgaoF BE el o 4% FAL Fa 9

)
o

A& F Atk FHe ARshe =8 237 Bx A9 oA =8
S Hgstd A 100%e 7HEA "gAE ¢ otk E&H40 =8
A 875 = RF 2/ld 9] Ao &4 F35 t9eo] 50MHz~18GHz 8=

A EZoM AMEEE B FaaE 9AD 5 dojok &k, R o e

SRS BAG S8etel AFEHE S JAsh 234 AAE Aol TA U
F4e & 5 Qojok @k [79]

RF #A|7]1Z+= A FZ= Senso-fusion®] Airfence, 5<% De-drone2] RF-160/
RF-300, & DroneShield®] RfZero, Greco2] Aeroscope &°] 2™, RF 7+
217] Foll A ths 1™ 4-4 Sensofusion jib9] AirfenceE o2 5o Afg}
Senso-fusion®] Airfencex= RF 3|A|E. F34 &2 WAooz & Fu4 H
91+ 430~450MHz, 900~990MHz, 2,400~ 2480MHz, 5,500~6,000MHzo] ™, %
A AR = dkm, AL ZF £5° o)}, WWF2 3600 A W FAVF 7hs ek
EL U =80 SA BA7F sk, =8 AlZ2de A 1km H e Ao

o o] HF A &3S FASI Emailolyt SMSE A&t} =
2 olyel 2F7]9 fA R @AT F glon, @A ZREFZS FAl gl

v gsteto] A DJI gholE B ElA|, Mavlink 7|¥F =E2¥ o] 7hg sttt [74]
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Specifications

Price (Sensor unit + Antenna +
Software)

Included

Measures
Weight (sensor unit}

Detection technology

Operating frequency
Input voltage (AC)
Operating Temperature
0s

Ports

160 000 € + taxes

Sensor unit, Directional Finding

Antenna, Software

240 mm x 65 mm x 410 mm

57kg

Passive Radio Frequency
Detection

TOMHz -6 GHz

100-240V

-30°C to +60°C

Browser (mobile, tablet, laptop)

ANT, RX, TX, USB, ETH, PWR

9 4-4. Airfence (RF ##]7], &= Sensofusion jit)
Figure 4-4. Airfence (RF detector, Sensofusion Co., Finland)

(4] : Sensofusion jit)

42.3. %3 FWH(EB0)/A A 7l 2H(R)

04% B s =Ee AR BIAY Aoy BH 5 =Rl
MEHE 992 A4 A BAsE Yotk

3 Aot QU o AgHE RAQ Az AR W
At 97 woR Mot A% BT 4 gl Aol #eh sjvlgelr)
B Qe o gatel FE Alge] B F gl /Gl AT 2E Y
2 PAGG Ao A 490 o gste] W LEE ZHaE )
Sz wole mold g, Lxol me 747 e Moz mds] S &
0% % 5 Qus @tk e 39 45 o4 BKo] HE £Er} ow 4
3 Beson polxm, Eb oW mebdnt gesow tehbn, g%
o2 A2 AL, o] ANE A oA B Fon W@ste]
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Y3 shvletst dabd Ahete] Aolg e @ We] zFol-YaTrets AY

Aol wkEshe] -] awell ®eol= A& #Gsta, At ghvlEhe well Bl
v Aol vk @ v8e] Aol-dshd Fhvlete] A= A& A8t
= Aot By Fhvel AA AR el s A A4rh Bk, oA
< WA skl AAHS W AAVE Aaste] Fs shvigker vl

| wajazel 2 A7 desta, FojA Azt duk 7pA A A B v)
Aol w2 Aol7k glrt. [80]

=, OAE7EE Sell A ARgE L, Ak Tl Al S, e, v '
3

a9 4-5. Feold gtz g@x)s =2(AF - #= 10m, 5 70m)
Figure 4-5. Drone detected by Infrared camera(Distance : left 10m, right 70m)

(3] : Farlik, Jan, Miroslav Kratky, Josef Casar, and Vadim Stary, "Multispectral
Detection of Commercial Unmanned Aerial Vehicles”, Sensors 19, no. 7: 1517, 2019. [84])
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_101'

4|25 5 Dedrone jite] PTZ Cameras, %= Blighter jik¢] Hawkeye
DS & EO Video Tracker, "= Gryphon jit¢] Slew-to-Cue 7}W 2} So] it}
S 1% 4-6 Dedrone jite] PTZ Camerai= Tilt, Pan, Zoom 7]%°] A& %
W, PTZ 7Is& &8&3te] Y =85 HAANoE A5 FAHg 4 AFS
g2 A7 F2F 1km, °FZF 400m, 317d% 1,030p, 308 Fe=olw, 145 A
# Night Vision®} @3S &7 AFste] 2~4kme] &2 A2, 1208 33t
=(22v) A3 #), WA E 1,080p(E st 720p)E Al ket [74]

=

AXISa. SFLIR
PTZ camera with normal range PTZ camera with very high range
- Range for drones: up to 1km (0.6 - Range for drones: 2 km (1.25 mi)
mi) day and night,
under ideal conditions up to 4
- MNight vision (IR LED) up to 400 m km (2.5 mi)
{0.25 mi)

- MNight vision (thermal imaging)
- Zoom: 30x optical

- Zoom: 120x optical, 22x thermal
- Resolution: 1080p

- Resolution: 1020p optical, 720p
thermal

a9 4-6. PTZ 7} 2 (Dedrone jit)
Figure 4-6. PTZ Cameras (Dedrone jil)
(%3] : Dedrone jit)
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Figure 4-7. Detection distance according to detection method

(%3 : Lykou G, et. al. “Defending Airports from UAS: A Survey on Cyber—Attacks
and Counter-Drone Sensing Technologies”. Sensors 20(12) 3537, 2020. [82] )

skt [83]

- 190 —



i = : W o Mo o B
s Iz TrONRE
o ) :
= XK ww *oo W
&l ©|o|c|o|o|o|o T . 5w Yo o a W om
o m =2 N ™ N S W oo Y
I m o = mm_ T A < o)
R B B o W 5%
N i T T Ew =5 9.
i) < ©| | <>\ ©)© o ® %m_xm T B WA
g |m = A n M T 1 do ® =
S . ~ E _ﬂ_ <N e 1uw.o
=} < C# H_E
E - (IR = s
P2 o = ] =0 %) i R
N 5 8l <d|<|q|«q|«|o|o m Wrwﬁwaomm ﬂmf o Enﬁ
T ¢z | ® & 2o gy o X W
E _ ) Jo X = T N N Jo
io dﬂ ‘Drm._ —_ o Ra) —_
< 5 e W o T = g o <
TR T = ~ E o o 5 5 - e
. 8 ~ LS S T Z g O o
<+ A w s N do BT = &= 0w E
4 S s o " N o p=t 1;.._ |
5 i ]| < = 1)
) N i o) ™ — #n = = P
E ) AN EE AT
3| 0 — X =
& uumu,__.”_..COCC&CC o No X7 ™ o] =T MML;}DNﬁ
ch N X E R 5 EXN e O
%R g5 B < £ ™ E Ao
.m:._ m _.L’ H_w_u ‘mwﬁ Et ME Eo m :.L | 4., Oﬁ
=r | & <) T oo Xy <o % of oM ol o
gy A B Wowm o W o) e X @ 5 g o A
%_H%ﬁm%%% D Nﬂwﬂnﬁ m = B TR po X "
Rt Wy TRE K g 4% T g
784 IF¥2c T xe

- 191 —



TR 2T AEHE BEE s H8 54 55 VR T2 Ao &
Sgog AYEtt FY QEEE Vel =2 D 2do] ofd EEEA L} =
2 AdRE Ielste =84 S g8 =8 HYdely AdS AASE
T893 7 e FHE 5T U WA ERSIEde T HEx=
200m ols} AiaZdA Fssle =ES FX ke #Hely 7S M, s
=918 7] =92 MEMS(Micro Electro Mechanical Systems) AFo]= A4 2] w1l
w3 EA4S 54 T dubo vkt Al wek Ayl A A]AaES )
gt St AAZEAATAETRDS 201735 A2AH 3 A FelnjagiA o &
HoHld FXE 9% EO/IR 9 dely /MY 2 A AIgE J&dsta o
Tk =8 o]8 Sk mE 28-S FHAskelr] 98] 2019358 of ¥
4-83} Zo] B2 D AW V| Aur AJY=EE A 2 Fu4 Fdy U)eS
N gkt
unje ya
yEFme Hu
PR e
- AHER HU.ETE
=8 .
ul II\’
=it . EE_ =
i - ¥ ‘e

A

HERETLY atcs (@
L,
£ Hag Zod
- ]
O% 4-8 Aix AYP=EE A 2 Fi B3 w3 Alad id s
Figure 4-8. Low-altitude small drone identification and frequency integrated
management system concept diagram
(FA4 29 5 59, ARE 3= Ad Ve L 2% 5Y, A48 5F B4

349, A63., 2019.)
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Alel Ztan, ofm x| et BE Alzs dAldem dddith a9 4-994 HZo]
Y48 S S xS 28= A(Grid CelD= vro] afjd Ao Ao F4lo] 9
Aet=A Fdetar, 7 e AL FA A elg ARke] AEAge oS53
o AFE AHas AAE A qtel 201 AgEE Uil 24, SHE(A
A 10U, 5= ek Aol AA17F g1 Confidence= F13] 0]

H, A% HEE S8 GERS Threshold=2 #eba Aighs BofFErt [87]

il

S = 5 grid on input

Final detections

Class probability map

19 4-9. YOLO image processing overview
Figure 4-9. YOLO image processing overview
(%7 : Redmon and Farhadi, 2017.)
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Figure 4-10. YOLO Format
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y=(p, -"E'u -h. .f:l_._‘ .h_‘ )

(h,.b)

® @ 0000000092987.1xt ~

0 0.304520 0.320620 0.037263 0.040524
1 0.511607 0.271752 0.055589 0.061979

a9 4-11. YOLO ¥4 gheld o A]
Figure 4-11. YOLO format labeling example

(A https://www.appsilon.com/post/object-detection-yolo—algorithm )
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a9 4-12. Y= A g

Figure 4-12. Class configuration file
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138 4-13. YOLO_Label
Figure 4-13. YOLO_Label
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3 4-7. dlolE 74
Table 4-7. Data composition
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19 4-15. COCO Dataset o 33 mdld AF
Figure 4-15 Performance by model on COCO Dataset
(£* : https://github.com/ultralytics/yolov5 )
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Table 4-8. Comparison of YOLOvV3 and vbs
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15141 4)

a9 4-16. 2 A4 AT, 4, 15 =2 44

Figure 4-16. Drone detection pixels by major transit points (7, 4, 15)
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Table 4-9. Inspire 2 detection test results

& =3 e may  An ey
1 (=g d 3L ins2-0724112154.mp4 ins2_1.avi
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Figure 4-17. Ins 2 normal identification (confidence: 8496, 91%, 89%)
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9 4-18. Ins 2 A L F(AIZ X 94%, 56%)
Figure 4-18. Ins 2 identification error (confidence: 94%, 56%)

a9 4-19. Ins 2 ©A L F/{(AIE = 28%, 31%)
Figure 4-19. Ins 2 detection error (confidence: 28%, 31%)
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a9 4-20. Ins 2 GAE A E & 92%, 66%, 83%)
Figure 4-20. Ins 2 normal identification (confidence: 92%, 66%, 83%)
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145 4B BAT Aotk ol
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a9 4-21. Ins 2 A S {F(AIE R 92%, 91%)

Figure 4-21. Ins 2 identification error (confidence: 92%, 91%)
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Figure 4-23. Ins 2 detection performance and weather (1~2000 frames)
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Figure 4-24. Ins 2 detection performance

and weather (2001 ~4000 frames)
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Table 4-10. Phantom 4 Pro-Inspire 2 detection test result

1 Sl " g9 ins2_pdp-0724114748.mp4 ins2_pdp_1.avi
2 %2 g U2 HH ins2_p4p-0719192500.mp4  ins2_p4p_1(1).avi

9 4-25. 59 F AL B =ERA

Figure 4-25. Multiple drone detection at noon on a cloudy day
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a9 4-26. 39 F dE A 55 EEEA
Figure 4-26. Multiple drone detections just before sunset on a

cloudy day

8 4-27. B mEER(Ed 20 1~1,251Z9)

Figure 4-27. Multiple drone detection (unified log, 1~1,251 frame)
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Figure 4-28. Multiple drone detections (individual data, 1~1,251 frame)
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Figure 4-29. Configuration of drone system & Disable Components
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Vol. 69, No. 4, 2020.4 p. 19.)
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Figure 4-30. Current anti-aircraft weapons
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Figure 4-31. Laser (left), HPM (middle), EMP (right)

(#z)) BBC news, “'Drone’ hits British Airways plane approaching Heathrow Airport,”,
2016.04.17. [91]
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(%) CBC news, “A first in Canada: Drone collides with passenger plane above Quebec
City airport,”, 2017.10.15. [92]

(%) Ahn jinyoung, “Global Trends on the Regulations of the Civil Unmanned Aircraft
System(UAS)”, Aerospace Industry Technology Trends, Vol. 13 No. 1, pp. 59, 2015. [93]
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Figure 4-32. GPS Spoofing equipment
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